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I .N 'I' ERR (' G A T I ON
- 01'-

KOR. d. NACHR , AUF'KL. 1 ,

GEl'TERA L.

This uni t r.as enga ged i n the intercept ion end e va l ua t i on
01 Russian Army , Army Ai r , and 1'1 . K. W.D; s l gnaLs on tile s ou t hern
h a'Lf of t h e fr ont from J un e 1 941 Ul1 til tIay 194 5. As a r-e s u 1t
of it s liiO rk, t h e Germans Viere ab l e t o obtain an ac cur a t.e and
d e Lailed pi c ture of t h e Russ ian Orde r of Bat t l e on t h e front
c overed. rr h ey ;ie r e also ab le to p r-ed i c t t he Lo cul Lt y and
timi n g of Rus sian o rt'e na Lv es some considerable time be fo re they
deve loped , These r esult s' Viere a ch ieved mo re by the clo s e
int e grat ~Lon o f all a vailable s o urc e e 01' i nf ormati on t h an b y the
r e a d i n g of act ual c i p her mess a ges , t h ou gh a large pr o portion
of the med ium and Lo w grade c i ph e r-s us ed by the Ru s s Lans Vle r e
i n f act r e ad. 'Tb..e r ival c La Lms of T/A a nd cry pt-an alysis
appear to generate a s much 'h e a t in t h o Ge r lnan Army as t h ey do
i n o t ao r- na t i onal organ is a t Lms ; but an unb iased v Le v of t h e
ans \'18 1' S given by the Pvu I S Lrrt e r-r-og a t.ed '1iQ u l d p r-ous.o l y l oad to
the conclus ion t hat in t h e cas e of t h e Russi an t' o r-co s t he
re 3 ~ectiv e v alue, of genera l e va l ua t ion (T/A, c ard ~~ ~ exos ,et c )
and pur-e de codos i s ab ou t t hro 13 to orie , Th is i s d ue to t HO
f a ~tors :- .

(1) The gener a l unreadab i l i ty of Hus s ian Hi gh Grade
o Lph or-s , ouin g t o t h e pract ically unl v e r-s a I us e o f
on e t i me pad .

(2) Tho enormous amount. of Lnf o r -matLcn to b e ob tai nud
fro m t :: .. e Ru s si an practic e in t he use o f' i n d i cators,
-:; 0. 11 -8 ," :;.,:" s , and t h o gOl:, or a l l y Lo v thou gh ::r::tJr c i/ l Dg
s tan dard 01' Ru s s Lan \'i i r o l 08 3 di scipline.

rrorn the crypt -analytical angle Rus s ian s ecurity is b a s ed
almost ent i re l y on tho u s e o f one time pa d s for high grado, and
a mu l t ip l i c i ty o f' code bo oks and r e cipherin g t ables fo r medi um
an d 10 ~i €!Ji!lde ' cipher's. The l atter are pe r fe c t l y strai ghtforward
in t he s yst e ms us ed and t.he i.r- so l u t ion de pends almost en t i re l y
on tho a va i l ab i li ty 0 1' s u rri c ien t mate r ia l . Under Vi artimc
co n d i t i on s tho Germans soom > i n mos t c a s es, to h av e obtained a l l
they r e qu Lr-cd •

EDI TORI AL NOT ES .

SomG cx p.t.anat. Lon is nc cd cd o f t h e t'or-m in vl h l c n. tho pres ent
r-oporrt vappe ar-s ,

'l'he membe rs of Kommandour d ol' Nach r , Aufkl. 1 (KONA,l)
we re first disco v ered at KOFSTA:NTINSBAD, n car PIIBEN, at the end
of 1day 194 5. The re t h ey r e c vivod their f i r s t i n ter rogat i on .
'I'h or e Ltn , LOEFFLER v. r-ot.e his 1'irst r-e v l ev 01' Russ i an c Lphor-s ,

Then the unit move d to REVI N, in the ARDE~mES, Dh e r e , at
tho i nstigat ion 01' the 1'i rst int errogators, thirty-one "i'urthor
r eports wer e vi r i t ten by the var ious Ps . /W , somo by combined
e f f or t .
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Al l tho f1V ~ "l J ,~_b lr) r: "' l r ': e ~i O l" hvH '-,11 b v f' I.'I) tho f'i a L
lnt U l'l 'OC: ~.I. tors (s p e c I o.l i~ts ) 9 :~:~: ''-~ U ') ud to Re v i n . '1" .H) o f the
o .L·d>C;ina l r-o por-t s , L0 EFF LER I sand HEl , ' rrN I s (the Lattor- on
r.r-a I' I'Lc an a l y s i s ) wc r o so e labo r a t e d d u r-Lrig tho co ur-s o of' t he
final Lrrt or-r-o gut Lon t h a t it i s pur-po sc Lo a s t o r-ecor-d in
trans 18. t. Lon t h o or i 5 i'na l vc r s i ons: thoy '.lro i n oo r-po rat od in
t h 0 cr i tic al r ov i uws of Annoxos 1 a nd 2

Tho r u m'.l i n i ng 30 r o por to a ppe ar , b oloh, in lit oral
t ran s l o. Lon , 'I'T ' 1 1 ~tS t h o pr- L aon c r u h ad al l oc ated t a s k s to
t h e ind ivid ua.l, r c.: ["10rt oI'S, thoro arc many p as sagos J'ih ich o vor-Lap ,
r l a s s i 1'ic D.t i on and arr .n. g mon t wa s d LtI'Lc uLt , Annexo
S mmar -t s os the cont ont s (insofa r as t.hoy arc not a Lro ady coverod
i n An n exo a 1 and 2 ) r t h e s c r-e p or -t s ,

S c i l i sts dcve Lop t h eir own j a r g on, Tran .Jl u wo rs 'Her o
ob li co ~~ 0 t o foll ow t hat 0 r KOI' A I , o , g . Blo c mot , c ,l i - n umb or ,
S t;;O· J..:,:L ~~ ~-: o f' abb r e v i a t i ons a rid e qu f. va Lont s , !
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Ur:its and Authoriti..;s (not. r ans l a to d )- - -_. --- _ .- _..-.-. .- ----"- - -

Gen . d . NA.

LNA.

KONA. 1

Nl .AS 0

(Ge n ",r a l d 0T' Na chr>H ',h tonau fk l a e u ng ) (l : ; I , \ i n '"1 l. ,,;l i t h :

( Lu ltst () l l u d-Jr :-a e hr i ch t 0n uf'kLacr-r g )
£To t0 : Gun . d . NA . i s s u c c os s or title to 1J.\f .,

t h lJ S l c;int. or-gan Ls at Lon o f O'

(l~.J rEia dour del' [a o nr-i.c h t.crr-Auf'kLa er-ung 1); also
1' 0 1' ( rrod to by .:~.j ~i 8.S tho r Rc gim8nt r. '. KONA . i s
t ne S i Gi n t . unit o f u Ge r man Arm~T Gr-o up , in this
c a s e, o f Ar my Gr oup NorU: Ukra ine .

( Nachr i r.r~ t en-Au f'kl n. E) rungu Au avcr-t c s t o l Lc ) : tho
Eva l u a t i o n section of a KON •

(Fc s t o Nach rich t en Auf'k La e r-ungs a t e l la 10): an
o r i Lria Ll.y static, l att e r ly s Jmi - mob_lc Lorig r-ange
int erc e pt unit : Company s t .ren th, wi'::; h K01W. 1.

_ F..K 61?, "'23 (Na chricht on Fe r n au f k 1 e r-ungs lcompanto (.: 17 , 62 3 ) :
Lone; Rmg o Sigint, Co" panio s Wi t h Km:l'~ 1"

iT YAK 954

Abt . 3 ~ <±

FOKo

(Nacr.r'L ch t n Nah G: f' k l.a e r-ungakompan Lc , 3·1: ) : Close
Ran ge J i girl'c . Comparry ";'1 :Lt h l~OH 1.

( 'Ta ctr l· ro ' ·· .l- I · .....au 1"" .r ] " · ·t"\-n a s b t o i l itn "'J t l ) . st "I"r ",\ .:. 1 . ....L .. .,.J..;_ • • _ _..... # • • • t.,,; ,_ ....l - L" .. ' 0 \ ,~ :.c . '..J t..-<. u

r es _on si, .L e 1'0::' co o i"'d !.n o. t;i n g the CI t. so b'ill1p.;O i gint .
e rrcr t. or S igi n t . RC.I:' ir..orrt and fo r' CO O!?(; :' .t ion
W:. "!.; : l ';~h ) r rrn ; o ~ .

N .B 0 IL-.. ...:: i lX' j:... c r-s of' t h o r-op or-t s U t' C: : b t c i l un g ' of
t :w ..b t e L 'Lurigcn 3 and 4 ; 8 d c ~~· t h o s ub s c c t t ona
c :cyp t oa:-u l y s t 8 ~ e va Lua t o r s e t c • . i th the various
S g i n t . un i t s •..?le a s u no t e that i.n the trans
lat :Lon s th o "iO d 's ection' ~ uS G d to den o t o tho
s p ec L li st gr o up s ) dOGS n ot imply a s ub -un i t of
m~ S Jo c i f ic s i z e .

Ge r-man abb r-ev i a t i on 1'0 r the Russi an I Fr-on t obe r-komrmndo :
t he HQ, o f Ru s s i a n Ar my Group.

(t r ansl ated, ,) r se mi - t r ans l a t e d ) or ~10 t tr anslat ed).

Bl oc kn o t :
Ch i - nu.mm e> r :
cui r I r r,-n t:

a ddi t ive : ~urm .

c od - : Co'u .
kay : Schluo 8 01 0

ciph r : - sbc r-s chLu oa c l ung .
st encil: Ra st o r .
s ub s t Lt ut Lon : Ca Gs ar .
t.r-aft'Lc a na l y s i s : Funkbe tr i b sf'ors c hung.
trafi' ~c ev luat i on ~ VGrkehrsau s w 0 rtung .,

t ' +- • ' 1.1 n 13'arlS Po ~2 " 1.0~ : Ii uc r -r 0 •

urit r-ans 1 . i s On e-t Lmc :J ad .
CrJ,.n umhcr L 3 oi ph o r s erial -1. umb' ,;c .,
n o t ur-cna t . - - a r-oc Lpb e r- o I e mcnt j pr-va erxt in N . K .~L D .

r,rni'1. l r.D or." l y •
.. Hauptvortu l1c:,: g iv011 a s ' Ba s i o b oo k fo r . 110 t mGn t o r cis (Haupt

v e t e i l er . ) r

' G:, en ztrupp m • ' .'. - t t r-ans l at e 0 ."o[lar en t l y the. ,
, . [ ~ .L ', L. C ( .. ; :c uV X l, 'J I,j j unc c I n··
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TAB L E of' C ONTENTS ....

o R G A N I S A T I O N of KONA. 1; Distribution of tas ks,

(N.B. Tho gonor o..l h eadi n gs I , II o t.c , SUP [J ] . i. ,v) by

odi to r. )

o .r-gan i.s aut cn o f KONA.l, by :la j or E.HB..~TZER.

Orgon i 'ation of Fe a t.e 10, by Ob l t n . W. KN. U3 .
Org anis at i on id r.: e t h od of Evaluo.tion i n
Co mpany and NiH·'S . , by Ltn, H. P G~\.NSK I .

Or gan isat i on of an Int er cup t St a tion , by
Ui'f z . E. HERB... T .
Or gtUli s at i on and t as k s of crypt·an nlytic
s cc t Lcn of J i.LS . l , by OborlL K. EY; KEfO FF .
Or gan i s at i on and t as k ~ of crypt~mlalytic

section 01' a Long ge Sigi n t . r,ompany,
by Lnn , H . LOE1' F'LER.

Report . No~ _E

Rr Jort No. 6

I

II G E NE R A L method ; examp le s of Eva lua t i on .

Re port No . l l

R800rt No . 12_--:--_-----
~epo~~No . l~_

~ep ort No . 14

Re p~..r.~-1I~15

Report No.16
~~ por~ ~~ . 17

Eva l ua t i on} by Hpt m. R. ROESSlE R.
Car d Indo s ection } by Ins p. G. BERG ER .
'I'h o a t t o.. ck on an un i en t i f i od Rus s L an
t r-ar rLc b y t ho vario us Eva l ua ti on s cc t Lo ri s ,
by Lt-n , H . J Ob1\.1\10 £l •
' i g tn t . S i t r '8 p . 0 900/2, 7 / 4 - 0 ( 00 / 2 8 / 4 , by
Lt n . O. SCHVJj~ ,Z .

Int r oduc t i on of a n o J Fr ont and i t s vf foc t
on N . K. ' .D 0' Ai r an d I.r my t r a ff ics , by
Ltri , E . WOELl.l\TZH.
Ex ampl o: a poaranco o f a now maj or formation
in Is·t. Ukr a i n i an rr-on t , by r.en , O. SCHWARZ.
hi f tin g of Schwor .ill kt ; th o northorn Wi n g of

a Pront i nt on e s t o at t ack , by Ltn. H. POGt NSKI .
Sh ift i n g of t he bound ary b et we on Lat , and 2nd.
Ar my ; et c . , by Lt n. Kl , WEI HE .
Contribut ion (in t erms of a pe r contage ) of tho
': n. r iQ l1f-: IT'.f:C.'1.::: o f ~. j J ..t t f i Ga.t 5.0 :::1. )- ' ) ; : IT-o~P . n. n

hOE i3SU h .
I-r om pe r so nal i t io s c ard-index, (no signature)

II uni t II II II II

III T R A F FI e E V A L U A T ION; examp L e s ,

Report 1'10.18

Repor~_~o. HJ

Report No.20

Roport No.2l
FrGpor t No~22

Repo rt No.23

Traffic evalua t i on ; identification of traffics,
byObergefr. G. SCHOLZ.
Re-id ontifi~at ion of a major armoured
format ion wLt r.dr-awn f r om Frrnt, by Insp. G.
BERGER.
The study of un i den t i1'i ed tr arf ics, by
urre . R. STROHTliIANN.
Dip ev aluation, by Ltn. E. iOELLNER .
Re-identi f ication of indi~idual Wi T stations,
by Uffz. A. GRAUL.
(Network diagram o f) Tan k Admi n i tratio
of 1st. Ukrainian Fr on t , (unsigned).



IV CRY P T .. t. N t. L Y SI S , det a i Is •

Aids t o C l'Yf.J t ~ r.mn Jy::: i s, by Ge f r . E. BARR.
CrYLJt-an nly s i l3 o f 5-f :i. (j lU· ,) a d d 1 r. i v c) o o d e ;
b y U 'f z . B. . s nr Ul1.:NS •
Spr i n g and Fall, chango 01' 5-figuro cod e,
by Hptm . R. ROESS LE R .

N. K . 11. I' .. tra f fics.

N. K. d .D. traf fi c, by

Jb orgo f r . C . THOMAS .

t r affic, by Ltn. E.f t udy of N. Ie. ;.- •D "
v'fOEDLT\TER •
Cha~acto ris~ ics of
Go:: :;:--. L. HUC f<:2ING~

N.K.Y.D. C O~OG , by

RoE££~ No :......3.7
Ro po r:, t xo, 28

Report No. 24
Repor~=:!o. ~

Re port No . 2 6

V

VI A I R F OR C E traffi l; so

No . 30 c. -::: udy 0 f Rus s ian AL ' For-oe tr8.l'fJ. es, by
Ltn , E . VIOELUJER .

Syno pt Lc of orig i na l and pr e s ent r c port number-s :

- - - - - --

1 9 I 11 7 21 4
2 11 I 12 J5 22 10
3 1 I 13 18 23 13
4 2 1 I 14 16 24 25
5 26 I 15 14 25 23
6 8 I 16 17 26 22
7 19 17 12 27 3
8 27 18 31 28 28
g ')0

, -:. c: '='. ~ 0 i~ l' ) '- '-Ie c 80 :'~ 'vi 30 2



REP 0 R T No . 1
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/'

ORG,',.NIS••T:W.. 0 I ONA. . L
(No erm~n ti tl e g i v on ) ,

by
i'. ~1. .i c r :.:P~lS l; HE'"':I'Z:l:!.·:: . ( 00 C . l::~ I: :> 1)

A.

The Sts i l'l t " R0g i ,ll ':lC (KON':, J ) c ontrol l ed t he fo l l owi n g
f O:;"c e J :-

rr.t'. FcLl.K .
I;

61'1
6

( 00 ,.

4 ,)

Fe s t e 10
Nf..NAIL £) .J:.,

..l.

. _ ' . ' . J.\. ' 623 . Il J s ub oz-d Iriat o. t o St aff, S ' g i n ' : . i\i) lje i l ung
3 and F'i\:N1K. 61? an d N.l\NLK. ~)54 t o Sta f f ; 5i jnt • .:":.b t c i l ung 4
N"\l.S . and Fo s t o 10 wcr-o d Lr eo t Ly s ubor-d i.na t e to t r . j rte gimont
C .0.

up 'co S o~ tombc r- 1944 N J f..K £) f)3 VI s also c ub or-d f.i a t e to
Atte iJ.' oo g 3; b 1J.t; ii.; h ad t hen +-. () ·c·~ R:i.. v on up to L r,o fe s t . Only
t h interprot ·r E' and e:C.Y"iJ'c ··~no.:Lyst s , :fo r Ru s s ian re E1a in sd b ehind.
They wor-e tr~ () nucleus of' c Lo ae range sig int f'or-c e s iY~ the Ar my
a e a E. '1 :': ' ' ('.j Y 1':.. '.J t e i l ung :3. S. e c i a l i s t s of v arious kin d s
wer-e wi.thdr awn from o a cb c omp any Mid arrca ch d to Abtoi l ung 3,
s o that :f i::'la11:;- a complete clos e r-an.ge s i g L t company was a gain
avaLL ab Lo to l;b t o i l ung 3. Tt. i.s company wa s n amed af t e r th
0. 0., Ober leut n ant BENOID ·

Ab o ut t'l.O same time it ~J OC - . , 0 n ec e ssary to e sv ab Lt sh a
c l os e rang e slgint s ervic o i n the a r oa of PZ. AO K. 1. (AOK.17
l a d b oen pu shed up via LELlBERG to the Bli. RAN011 bridgehead after
the Russian offensive; the (Sigint _) forc es pr evion.sly operating
in soctor of PZ. j~OK . 1 wer-e n or; operating in the nec t o r of
AOK 17, the more important s ector.) Again the necessary forces
were ~ithdrawn from tho other units; the Clos e RanGe Sigint
Compan y of Oberloutnant PREUSZ was formed. This company was
l i re c t l y subordinat o to the Regiment C. O.

B. DEPLOTI.1ENT .

LO NG RINGE SIGINT.

Re giment Staff and NAAS . always operat ed in t h e immediate
vicinity of the Ar my Group H.Q.. Th e original p Lan for the
emp l oymen t of Long Range Sigint Companies was that one should
operate wi t h e a ch army staff, at about army l evel, ana cover an
army s ector, ~Jfien Ger man wi thdrawals b egan, h owe v er , this
proved impractical; the pressure of work vi a s usually gr-ea ae e t
at the very time wh e n the companies had to wLthdr-a : •
Consequently in the last year, 617 , 623 and Feste 10 operated
further ['n ;"1r the r to the r ear, in the immediate vicinity of the
St aff a...-: r cno NIi.hS, :5.oe. i n the vic inity of the Army Group. This
ens u r e d mor - rigid control of interception and evaluation and
qUicker passing of results •

. .. . ' ..- - -_. - .-- -..~ _. .- .. - -- - - .. -- .. , -' .. - - -
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CLOSE R'.NG- F. SIGINT.
,e
5 Tho c Lo» GRange Sig int. COHi(;J,.,ny Q l -cq uys oporu.ted by
-g ple.toons .. orie platoon i<! ith e ach Corps Staff. Eac. platO<m.
-e oovere d ~ t :' own Corps s ctor. The platoon had a st r en gt h

of 20 to 30 men , ab out 12 interpreter op or-at.or-s for taking
R/T traffic, 2-3 wiT interc ept operators for mora o, 3
evaluators, 1 Clos e Range Field Dip s ection with about 5 men,
clerks, drivers, a co ok ctc.

Th e platoons reported their r esults to the Corps Staff
and to the Evaluation Sect i on of their Company Which was
locat od at Army. Th e Company Evaluation Sc ct i on correlated
all r-e su Its from all platoons and reported the co mb ined r-osuLba
(laterally) to Ar my St Gf'f and back to tho NAAS It

C • D ,I F.
_ -1... _ .._-

Vi 0 d i s t i n uish between Lon g-Range and Clos -R rr ge Fie Ld
Di p s ets . Long Ran g e DIF s ets 1 0 re emp l oyed 200-3 50 km.
behin d t he front lL18. 2 to 3 DIF S 0::S in one place
constit ut od a DIF Group; ea ch se t would op .rate ~or a
partiCUlar company , Rc su l~ s were r epol ced b ack by IT. The
mos t f avo ur able po Lnt. s o i' interJec cion and t he pc c u l t ar-Lt .y
of thu t errain vre r-e f acto rs t aken i nto account in cha os ing
sites.

The Clo R Ran c;e ."i i::-ld B/ s ota Vier loc at ed wi t :"1 the
Clos e Range :i.g i n t . p La t.oori s , Th.ey served t h e platoons but

al s o a c oopt od ' Roq1 est s "o r the Lon g Ran o SigD.T:;. Ccm..oan i.e s ,
(Wh5.ch Dip s e t s r e ceived ' Requests I fro m Which Company was
arranged in ac oor-dance ~ i i th the situation.) R p o i-t s back to
the .~ . IS "' :<" _... ge S i gint companie s we r e made by VI IT.

D • CO ~IMUNIC AT IONS.----------

In gene r a l , the landline net of the Ar my Group was used;
all results could thereforo b e pass ed by Tip or telephone. The
Army Group telephone construction units made the t appings and
undertook major structural modifications Q Wo installed internal
lines ourselves. So that work should continuo oven when lines
"'7 \ ~ : ,..:- ~J ·i· '!'~~ ; :~~ \,. ;r '\~ · ' t ~ ". · : '!\--l ~ ~ , ~ .i ' ?.. : ~ '~ ~ ~. '. . :. .._~ r- ' :l rr~l· " l ......Y .-, ~ . ', :" 41; .J f

independent section was equipped with WIT . As soon as a line
was down, Wi T came into operation. In this case only abridged
r eports wer e transmittod.
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RE P O R T No .2

ORGt NIS Tr ON OF F~ ~TE 10 .
I r'lL '(:'; li1- i s a tT on oer Fes t e l lac Lr-. '-'\ L1 f k l . P, te'l lo l l"l ! ,

by
Obltn. Wi i h e l m KNAUS (F e s t e 10).

CO LI.20SI T I ON.

1. C ornm8p.din~i' f'j.c~£ rs__it'o~p_0:~~~g sg e train.

l Offic er , 20 NCOs and men , 4 f' omaLe Si Ds , as s is tant s
an d 2 femaJ.e St a f f ass is tants a

2 ;) I :rJ.te !''Jep t platoon .

30 Fe Os and mon , 54 f' ema b Sigs 0 a as L sb an t.e ,

3" E'v .".ue.t i o:i:l .

25 i;;CO;J ar d men, 8 f emal e St a f f a s s L cuan t. s ,

4. Qryp-':i. -ana ly.s is .

~ J ~ f i c e r , 15 NCO s an d m0n .

5. §.~~~la~o 0l2..

a ) WiT Section, 4 HIT Op erat or s , 3 f emal o 8 i gs .
0-3 31 st an t s "

b) Tip: 3 Operat ors.

c) I Phone : 3 Operators

6. ~LF Platoon.

50 NC Os and men.

B. TASK.

1. Commandi~fficer'sGroup and ba~e train:

Supply of 8igs. equipment and vehicles, r ations, clothing,
kitj also welfare qu estions.

2. tnt ereept .P la.to on.

Cover of:

a ) unknown traffics in 3500 - 5500 kCI:l. band.

t) f i x od N~{D nets specified by NAAS .

e) net s of mob i le f ormations as r equired by NAAS .
(some of the se net s partly c overed also by NAFAK
617 or 623.)



3.

4

EVALUAT ION :
11 V
/

a )

b )

e Lu c i d a t t on , i nt erp retation and r'e por-cLn g of
n ew tra f l es appear ing on f r equenc i es above
350 0 kC B, Control of cov er.

cxp Lc Lt at. Lon and sor t i n g of int. er cept ed signals.
P~eparat i on of ' Adv anc ed Report s! ; 'Technical
Wi T S i t ~e ps ' ; IS-figure offers' and 'Report on
Interc e .. t s , ' ¢

4. . 8 RY2T - NAI,YSI S :

a ) t r-an s l a t Lon of P11 signals.

b) s o L ub L o n of n e w sys t ems an d r- ec Lph e r - s ,

c) con t r i but ion t o ::.nt er pre tation of ur.known
traffic s by i dent ific at i on of old ko ys ,

S. ,S I GS. .2 r.;~T U ON •

Re s pons .Lb Le f or'

a ) Wi T commu.:li co.t i on vli t h Rgt . and the Dip s i t e s .I

b) pass ing of a ll · "1 '- (T/P or tole r-am ) t or-o S 1} .1.: 0 8

IiifI. ~S .

c ) p a s s Ln g of Di p "Y>(: q ueS t s ,

6 " D IF ? 1 F:.J: 0 ON•

Ta s k : t o c arry out t h e 'D/ F r equests' of tho
Compan l e s .

(Th Di p Pl a toon i s not c arr i ed on Estab l i shmen t .
It i"I3.S only po ss i b le t o s et it up vf:i. t h a l lo cated
f emale Sigs . as s i s t ant s who are carrie over and
abcve Es tab lishment .) 'I' rie platoon compri ses

2 TEIEFUNKEN s ets. 1 NCO, 5 men

2 RIGA f s et s , 1 \I 6 "
1 LORENZ (convert ed) 1 " S "
2 LORENZ 1 " 6 II

Plus: 4 MI T drivers.

Int errogator's Not e : 'Advanced Reports' et c . are titles of
specific type s of reports. ' Advanc ed Reports' usually gi ve
the t ext of a s i n gle i ntercept, wi t h comments, or one piece
of intell i genc e de r i ved from traffic anal y s i s . The 'Re port
on int er cepts' is a daily write-up of the day's 'Advanc ed
Reports' plus the r es i due of int ercepts wh i ch h a d not merited
formulation a s an ' Ad vanced r ep ort'.
IS-figure of f ers' ar e described in greater det ail elseWhere:
T (~y simpl~ list the int erpr ~t 8ole e leme nt s of t he (generally
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RE P 0 R T No . 3

ORGANISATION AND l'.1E.'THOD OF EVALUATION I N THE COY.
AND NAA8 .

I Gl iedcp'un g un a. f . rb e L t sw e i.s o Q,:.; r ~a mp . und de r - Nach r i ch t en -
Aufk laorur~g-Ausw erte -S t e l le (NAAS). I

o by
'§ Ltn, Heinz POGANS KI (NAFAK.623 )
~
-<

A. EVALUATION IN A If)NG-RANGE SIGINT. COY.. -------,
Consi st s o f traffi c eva l uati on, c ont ent ev aluation (with
card-indexe s ) , DI F eval uat ion , c ry~ t analysi ~~ traffic
ana Iys i s, work on unident ifi ed traffic. s, N. :·(.W.D., and
f'us i on.

Th e wor ki n g data f or the se sections ar e the traffic
pict ure and s Lgna L r ,

Traff ~c Eva l uat i on prep are s network d ian~ams sh oWi n g
the Traff'Tc r 'ela'ciorlSn ipsl n the vario us netvi 01..ks-.--The net
di agrams i ' ~lud e t he e vi den ce wh i ch h as i dentified the Wi T
s t ai. Lc na ; -fi Q;ur e ch ar acteristic s, name s wh i ch have appear ed
and f'ui -t.he r s i.gr Lf'Lc cnt cha rac te r is ti cs whLcr; wi l l en ab l e the
traffic t o be r e - i den t i f i e d . These ne t - diagrams are t he
basis of all eva luat ion pro cesses .

C ont ent-evalua~ion ITo rks on a l l r e ad abl e mes sages ,
i dentifie s plac es, names and covernames, s olves coordinat es and
se es t o the irrmodi ate f or wardin g of a ll import ill1.t mes s ag es to
the NAAS .

The metho ds 0 1' wor k of t h e r emaining SQ n:';lons of
ev aluation are laid down in f urther r e ports.

The r outing of message s wi t h i n Coy. Evaluat ion depends
on their type:

a) P/L,
b ) 2, 3, 4 - l' i gur e ,
c) 5 figure,
d) mis ce llaneous .

Al l mes s age s go in the first instanc e t o the person
r esponsible for si ~1.als h eadings : h e writ e s the i dentity of
t . c c.. lJ. -· s .i ~'" r,g C'XC1:J t . 1..) e e l l -sign . P/L si gna l s then go to
the t r-an s Lauor-, con -i en t - cv a j ua t Lon and fusi on . 2 , 3, and 4
figure mef:sage s go through the r elevant cryptanalysis section
and t h ence to the translator. Thenc e, same r outing as for
clear t ext mess ag es.

5 - f i gul"e mess age s go fr om the person responsible for
headings t o the 5- fi gure ind ex wh er-e interpret ations are
wr-Lt t .en aga i n s t t he 5 - f i gur e charact eri stics. Tt..e traffic
eval ua to r t hen ent ers the 5-fi gur e ch ara cteristir.s onto the
n et-diagram of the traffic in qu es t ion .

Sig i n t r esults are reported t o NAAS . as f ollows:
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B. THE ORGANISATION OF EVALUATION IN A NAAS. is as follo~s

1) Technical and tactic al eval ua t i on of identified
traI'fics (Army traffic s picked up bYLOng Range
unitSj-

2 ) Pr o cGs s i n g of unidentified traffic s (Traffics
~clr-8d upo 'y Lon e;tEinge - unf t s-andSho rt Range units 
the f ormer may contain some which ar e not Army
Tr a f f i cs ) •

3) Checking and t actical evaluation of reports from
Short Range units.

4) Traffic mialysis, D/F evaluation, keeping of card
indexes, NoK.~.D. evaluation, Evaluatio~ of Russian
Air Force traffics.

Crypt analysis in tho N.t A-S . is n ot, a s in thE; Companies,
a section of evaluation, but is an ind ependent section. The
NJ\.t~S. so o J:~ o...ni 8 S i ',-,8 HOr ~{ that it may check and carry
for"I a:i.'.:1 ::L1.c ove.Lua.t Lon wo r-k of' the Coys , , and a ch Lev c a
syrrt.hcs is 0 f tho var-Lous branches of Eva luation on d combLrie
the r-esu Lus of Cl os o and Long-R8.I':go Si gint; 0..1 so of N.K.W.D.
and Russian Air For ce cover~ Ther o is more dotail on the
various br@Lnhes of e va l uat i on in other r eports.
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REP 0 R T No. 4

1.

OR Gl.N IS ,TION 01" AN I NTERCEPT ST AT ION.
IDie Organisation einer Empfangsstelle,'

by
Uffz. Emil HERBST. (NiJ." AK 623).

TASK.

Cover of Russian Wi T traffic according to Fronts (1st
Wh i te Rus s I an , 1st, 2nd, 3rd, 4th Ukrainian r'r-ont s ) wi t h i n
the frequencios 140 0 - 7000 kes.

2. DEP L0Y1'.iEN! (WITHIN A COY.)

Appr-ox , 80 d/T operators wer-e available. Of those,
approx. 30 in 2 r eliefs, ea ch r elief consisting of 15,
empl oyed during the day from 0500 to 1700 hours on search
int or eop t , ar. d a ppr-o x ~ 50 operators in 3 r e lie i's (6 hours
e ach) , each r eliof c~ns i s t ing of 17 operators, emp l oye d
con t Lnucu e I y t o obs er-vo kno wn Wi T nets. 1 or 2 r ec eivers
per op e ra tor .

a) S0arch intercept. Allocation of a frequency band
i.::~j-fo-150 kcs~ per r eceiver (d ep ending on tho
den s i t y of traffic). Recording of all Wi T traffic
of t he RU Rsian Ar med Forces i nclUding NKND in the
day r- opor t , (Soe day r oport pro forma), Rec ognition
Characteri stics: Q r » Z -, and sp ecifir. ally Russian
pro ce du re signals, methods of tuning of wireless
station, method of conducting traffic.

Wh en day r eport h ad b e on submittod by e va l ua t ion
s ection

1) discarding of traffic of no i nt erest (air f orce,
t r affic outside sphere of' as s ignmen t ) ,

2) intensified ob~ervation of traffic passing large
volume of messages cle arly t actical or strategic.

3) Al lo cat i on of traffics b elonging to sphere of
as s i gn~ont to r eceivers for further cover.

b) Receivors on cover. Continuous cov er of r ec ognis ed
~ral'rrc s, according to the dogree of i mportance.

3. Dil<' SERVI CE ,

In or dc:e to locate transmitters, long cont act traffic and
signal s in known nets wer e D/£t"d, as n ecessary; also signals
in unkno wn t.r-at'tLo , Control or the DIF stations was ex er c i sed
by t r.8 "["IF' "-")qnost transmitter, which Vias wor-ke d from the
int erc e ~t st ation. This ~8.s wi re less control: we h ad our
own proc edure signals to describe tho traffics which were t o
b e D/li"d. Every I REX._',:;os t , h ad a s ori al number wh i ch was
ente r ed in tho IDay Report', and , in the c as e of signals taken
down, also en te re d on the int erc ept pro- f orma.
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DAY P~PORT PRO - POR 1A

(UNIT )

-----.- -----_.
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t

I,
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2 1
i

f o k 0 3 0.<1 qte
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' 50 2 10 6 0 730
r (52) c:s l ?
I

r p ,..,

6 .l.,
ce,

13 4

, II 11

56', " i wu ' ok i 1 o k r dv rdok nr . 35
1 gr. Sf\ qsl nil I

, ee sk, , 11 "



R ~ P 0 R T Bo . 5

0 R.'i A~'~ TS I\ ':: ' I(l ! J AIm TASKS OF CRYP'l'-, 'N LYT IC (SECTION)
OF NAAS. 1.

lAuf c.b G und Or>g an i sat i on dor Entziff erung dar NAAS 1 r
by

Ob er wm. Klaus EIC IUlOFF
( l'T A is .1 )

---- ---------- -----_._-------

The cr y pt- a nalytic (section) of HAAS . l h a d tho
foll oNin g t as~s :

1) t o c () 1 1 '3 CJ~ ~ .n d norl\: on si gnals wh Lch the Comp8ll.1es could
n ot ~3a ~ w ~. ~h ( ~~other because of lack of mat erial or
p ... e c;,'-..:. ~:' ':\t t C _l ' :i. t h more h iLpcrtD.nt systems).

2) to t .o rt: arid c ::-,',8ck dou b t I'u l s o Lut i ons offo ~"'ed 1)y tho
COr.;P ,9..':1i.;;S 0

3) co o ,., t c 1::~ : •.::, \' : -~'_~::h8 :c' k ey s br- o {on by the Oompa nL o s wer- e
t h e n 'ris e ( . Z. 3J I~ :,~ ~ '~ ~ o f' their ldn d j t o c ornp LeL e them and
l')u t t t, e;:l i.rr'; o a L. ::.n~ly worlcable form (the s o-c alled.
I t D.S i o i:.' O :L ' j~1 1 ) .

) r: i' 1 1 d k I- t CitL1 t o P 8.S8 on a i GO 1V8 ey sys ne ms 0 omp all 0 s who migh
b 0 .l , ,:. l '. • :" v i3t ed .

5) to a s s i gn a n umb y. to each key ap pc a r i ne; in the Ro gi men t l s
a r e a .

6) wor-k on N.!L iL D . signals.

C ry~'t -ano.Lvs is :!.n NA!\S . l NO.3 ~ ac cor -d ingly, subdivided
i n t o tho f ~ ~low ing s octi ons 0 .

1 )
2 )
3 )
, )<1;

5 )
G)
7 )
8 )
~ )

2 -fi gure
3-fi@lre
4-figure
New developmonts
Analysis
N.K.W.D.
Book building (Code-Ausbau)
?/L text scrutiny
Ol~ganisat ion .

Tho s oc~i~nn 1 to 3 looked through the relevant material
in both raw·-i:G.icr-processed state: corrected or made up mistakes
01' Lnadcquac iea in Companies I solutions. (Signals on which no
work had oo c..1. dor 0 (at Company lovel) were, if thore was
suffici0nt r~~~t o :' i 8.1.r pa.ssed to the section dealing With 'New
d ovelopmonts'. ) They wore also responsible for checking the
solutions 0~r0r.cd in their respectivo (2,3 and 4-figure) fields.

---------_ ._----------------------------------.-------- - - - - - - - - - ~ -

0. 'l ? 8.:J.s l ::l.to:'" s Not 0: The toxt has clearly WEITERBIIDUTG,
\-;h i c h is oJ.most; cortainly scribal error for WE ITERLEITUNG ,
as translated rrbovo.
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TL, : :. " . .' ::, ~c ·t;:i..on CO ~l. f :.8 ·~ e d: Ln t h e ma i n , o f
ma themat ic Lam : 8.]1.'~. i t ~ ro r-k . a s o f mat.h 1mat ical, s ys toma t ic

.o r anal yt 1': :1~ r u r-e

S ec ~ i r:m r-'f; ' ;'! r: .v , 10 C ,. f n.~ <' d i d tho r eal crypt-analysis.
It n ormal Jy C01i.Cen r.r ,:.I.t '.:C cm clLt"f i c u l t sy s t e ms which Companies
h a d n e i t her t Lme n o c marr - p owc x- t o dea l wi t h a d e qu a t e ly , if
tal l .

1.( . I .~~ - .:: . ui:lI'o s s e s (2 ., 3 and 4 - f igure ) .

", l etter sy st e ms (transpos-
. t . S J . • 1 )l L o n , v.an c l •

iL_L~n j.n [':c i on of S igna ls with practic e traffic
",>~_ ::"'l 3. C t e r i st ic s •

Re~ ,: ' '::i.G ~.: of solved ke y s t o 0. b a sic f orm.

.~ 0 '\.' [., .;; ~' . i l·:: ;"" "fi r;"ur8 :3 igna ls a I so we r e wo r ke d on in t his
s ect j ,.)?, ;~ ';;. ~ , ·~ . 1:1 i ~ l wor k was so on h on d d ov er t o Gen . d , NA . ¢

I rrt,-, ,~ 0 p ';:e(1 . T " K . ~J . D . s i gnals v:ere wc r-ke d on in t h e
N ,IC I I , 1) , ~38 C t; :':') :r'_ '- ''-~' tJ.J.G r AhS . i f ",,;h Y wer e or-L g Ln at d Ln t h e
Regimz; t : ~--c-.r~ ~~ Te e r omo. inde r '0 r e s ent by c our ~ e _ to
L'NA. , "

r:=' j;~, r. : •./ .-: ~2 ~Y : "'J. '; -, ,/ t h e comp _ :1. s vr or o p a s s ed, 8.S
n cc e es a ry ... -;':: 0 ttl.;; ~~} :? l( , , ; ) u ild ing s o c-;.~ : .o 12 (Cod e - Ausb & ia bt.c l I un g ) ,
t o ;]0 GO~i:' J . ~ ~ . c , ·~· t ,. :~ 8 s ec t i on 1,. 0 , I ed Ln clos e c orrt a c t wi t h
the O-n.aJ.y~ .c ;,:'.:e; t i oI'l ( t o.:;k c omm,» t o bot h : e s t ab Lt s nmcrrt of
b asic f O i L o i· l ~ ' ~ ~:"s) .

Th o; 8 , (<';i01: r-cs p ons Lb Le f o r- ? / L t ez.t scrutiny
Ln v e a t i.gaz c c '-rlJ-u r)'clon.ab l e t r an s l a tion s , 'corruptioiis, and
abb r-o "\,73.8. '+.-r l. C ~ ... C1 ~

The; 0 1 S.:?L :. S R.t i on s ection was in control of a l l
adminl. stra{~Tm-:: l lccatio_- o-r-(Ge r man ) k ey s and r o s iJonsible
f or r-c por-t s 1:; 0 ~'. I ,,: n a d . NA.

Cry t' .~; -e- .n ~.l~T i; ic s oc ti ons i n NAAS . 1 t otalled} a c co r d ing
t o c s t.ab L l.s b ~mt .. 60 mcn ; t his s t r ength wa s n eve r r e ached,
d espi te i n c, l'o a s : ':' _G di ffi c u l t i es i n Rus si an ke y s Whi ch c al l ed
f or mo r-e ill',':': mor-e s pe c i a l i s t s and a s s i st ants.

Attached ~ a sur vey o f Si n al s int ercept od and studied.
Figures i ndi c a 'ce mont h ly a ve rages (and corre spond t o t h e true
figures). ~

~ Not e : S " t :.:t....oLe 0 f ab b rov i a t i ons; Gen . d. NA . i s t h o
su c c e s a o r- titl e o f LNA. ?s/Vv normally sai d 'LNA'
an d t.heri add e d "which is nov kno wn as Gene r a l etc."

~ No te : Pr is one r s ha d no d ocuments. In the maj ority of
t h e diagrams and t able s t h e fi ~ures gi v en are stated
to b e arb i t r a ry . The ' att ached s tat is t i ~ s a re on
~J8-8C 4: '. .,
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R E ? 0 R T No . 6
;. '- - - - - . _-~-_.

ORGli.N J...S ':/ f' I Clj .. ~ ') TAI::i K OF CRY1~T' -A ALYT I C SECTION
Qb' i !. rf' NG- RANGE S IG INT • CO Y.

lOr ganis at i cm ur.d AUf'gabe der Entz i f fo rung o i no r
Pur~aufklaerungs komp ani e l

by
Ltn. Harr y LOEFFLER

(Pe s t e 10).

-------.- - - -- --- -

Coy. crypt-analysis is organ i sed in the f ollowing
s ection s :

1) Clear t ext t rro1s la t ion .
2) 2 - f igure s ecti on.
3 ) 3 - i: i :::Ju~ G s ec t :.on ,
~ ) 4 -f i gu re s ection.
:=, ) Gene r a l se c t ion .

I"1"' L'3 1 2.." (J~~t ic s a r e a pparent f'r- orn their de s i gn a t i on .

The ,;-: J J.I.' t c;) r t; s oc t Lon was r esponsible f or translating,
a s quic kly as po sa i.b Le , incoming clear-t ext sign als.

Se ctions 2 t o 4 h d e i ther to de co de signals sent in
known c odes, or t o r eco ve r neW syst ems.

Tl: e gen eral eec t i on kept vario us card i ndexes and lists,
s t .au Ls u i .c e 0 1' s f.gn a.Ls , and had ot rie r- admi n i s t rat i ve du t ie s .

An cs t ab l i sh men t of 15 t o 20 pe r-scnnoI was adequa te for
Coy. crypt ' Dn alys is, dependinG on the typ e of t as k assigned.
The s t r ength 01' the various se ct i ons wa s modifi ed t o cope wi t h
dev8l c,v¥", :··, - on the Rus si an si de : namely, the shifting of
ompnasi s r'r-orn 2 - fi gure t o 3-figure and then lat er to 4-fi fjUre.
Special p~oc e curo s, such as Si gnal Codes (3-figure and 4-figure),
Wor d Cod es and . ddross Codes~-figlli'e;~ were studi ed in the
appropr iate se ct ion by sp ecially chos en crypt-analysts, for the
most part al so by the chief crypt-analyst. The av erage
workin g ti~e t o r oc ov er a ne w c ode varied a ~oo d de al, and
depended on tho difficulties of the proc edure. The amount of
materi al r equired de pended on the security of' the syst em. There
were s yst ems wh i ch wero solved in a f ew minut es with r elatively
little mate r ial . Ther e Rere others wh i ch r eqUired a consider
ab le volume of mater ia l and a number of weeks l effor t before
they could be even partially solved.

It was the t a s k of Coy. crypt -ana Ly s is not only t o
s olve sys tems , to r ec over reciphers, to decode already known
proc edur es and/ or to translate all this material, but also t o
contr :i.but e to t he :\.(l en t i f i ca t i on and interpretation of traf fics
on the b as is of "t' e key s empl oy ed .

Th o l at t er t a sk was of e spe cial signif icanc e in so-c alled
s earch l nt re e pt ~ . on , Wh er e all the traffic at a particular
are a (e. g. on one ~ro nt ) h ad to be singled out and the
r e nl:?- i nder c1 );'l"' ;;·t)Gd e I dentific ation of' traffics by key played
a r ole s i mi l a r' t o i.:; bat of identific ation by call si gn usage,
fr eq'l cn c i e0 ) r,· c.' ~~ iJ:' namo s , covornamos et c .
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CJ"J' l?t '~AHR lys i f1 v ' n l'<)J' " t~ ~-, t } C 1.n ~ r-. 1~ 'Tf ~j:; h E v <;) 1 \.~.,," ~ 'i rJ:r't <nd
I nt. ' -:1" ",) f;l i 0 11 •

r .': . :, ' ,,; p e d ar d transl at e d messag e s we r-e forwa.rd ed to
t h 8 i \ : 2 I:: !' ! _ :_~ i Q l " ' ~ ~ ~. I>i :Ll ) wi t h n ot e s c all ing att ention t o the
k q r l" ; .,; ..:.. ::~ , ~,1 c r t o other ch ar-a c ti er-Ls t Lc s wh i ch wou l d
f ' ac L J.:' l:.? ~-, c. G r c on f i r m an i errt if i c a t.Lon , Co llaboration
b e t " ':»,n Cl'~T P ~ -an a Ly s L s and Lnt.e r-oe p t i on was focu s s ed on

S J 2c i &1 ot so rva t i on o r traf fics ~arrying n ow c o d e
;; ',1 ..:..t, ..s . 'l· h..;~. 3 m~.c; ht , in the c as e o f impo r t ant traffics,
10 .. d t o b otter int erce pt-o perators b eing s et t o cover

··~c tl ·~~ rD..f i' i c G ,

:.: ..... y . (~ r. y- p t ~ [;J1.aly s i s was , strictly sp eakin g, from the
:,·, ' .: r L cr ''v-:' 8 71 of Estab l i shmunt , part of the Eva Lua t t on ?latoon.
- ~ , ~ :r 3. c t i c o , i n dependent, o wLng to the special n ature
0; ".':-., "':"01' 1: . It c oo perat ed c lo se l y wi t h Crypt ... anal y s i s of
j,; ;.~ :: ~.:-..... . ~ ~: t~ ·::; wa s so o :, gill.l. i s e d and equ i p pe d t hat i t could
;' j ·...'k Co.::",: :' ::; mcas ag e e its elf. For the training o f c r y pt .
ili l ':'.l:;·l:J ::c; ':; "w r e wer e sh ort eours e s o f instruction in the
t J:'0. ~.:.lj . : i '~ { C...:.. ;..t. Onc e tra :inees h ad a rUdiment ary kno wL edg e
of -r.h ::) 2 '...' .. ~· :~ ':" J t they were drafted t o field units f or f \:lL"ther
t r [d ..:l ~. n. c ari d p r ctic al e xpe r ien ce : in c ertain specialis ed
br3.nc ~: l? : . lc ~: I. LJ f i e l d trainin g l as t ed a eo n s iderable time.

111Y
./
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GENERAL METHOD; '0 Ex..?:mp~_e s,~f E~aluat i.2£.

R E ? 0 R T No 7

E V ~ 'L U A T I ON.
' f..us : e r t ung '

b y
Hptm. Roman ROESSLEH.

( TJ ' ' S 1)1\ r. J.:l,.

Eval ua t i on o f' en emy 'v/T tra ffic (int orc o ....ce d by
L0~~ Ran ge an d Close Ran ge i gint c ompan i es) was c arri ed
('-~, : . , .c co r-dl n g t o o cr t a in fund amontal princ iples, so mo 0 l'
0' > . ' q '~re evolved in the c ours e of operat ions ; othe r s
" ~. , · ',.ll: ch e s of ind ividual i o r k e r s . Th e r e i'] e rO no
," . :' ~' ~b 3 , r u le s for e va l u a t ion , and t h i s f ac t, d ob e r-mi.n ed
' i .; ' J : ) mat or i a l diaLt With , made tho· suc oe as or f ailure
)~ -: or '" j . iEt Se r v i c e a p r sona l matt er dop erid Lrig on the

' ,' . . ' • ! ." ~ ·~ ~ t~T A Y'-d e xp er Len. ,o o f a 1'6 1"] "nGc i a l is t end
.,',; c pe r-a t Ln In k ey p o s Lb i.on a ,

: un d amcn t 1 p~inci9lo, e s t ab l i she d af t ~ ~ muoh
"1 ' .: -- . •" . ~1.(;(~ o ; 0 )21 i o Y'. , ~d as t b.at t h e smaf t e at d ( · J~ .; o.il s o r-v Lng
. ··· ~.::.. ,'?, to ri..) o 02 i e n t i f y onemy W/ traf f L" .rh o u 'Ld b e

:..J l;" :'( . tb... G r-e s u Lt.arrt c ard ind ox ser v ed t 1.0 mos t vari ed
[. .i "-·.. .~' :: () : ) . T:"lo mQ SS of mater i a l i n t ercept ed c ompe l l ed
t t -'..: s t cp ; f i r stly a s an a i d o memoir , s econdly a mo s t
(·~"'P:; f l 1 1 r-e c o r-d of a l l ch ar- ac t.cr-Ls t ics b oc ame 1nCr e 9.. 3in gly
u ; " _ ::-,J , wi t r.... i.n c ro as ing Rus s l a n I /T e e cur Lt y , tho
8,..:r Lt::" ·_' 3 avai lab le f or interpreto.ticn be came oorrb Lnua Ll.y
l CGn ~~mero us . To wards the en d o f t ho w ~r , theref ore,
t r.:. n c ::::ed ind oxe s wer e consid r-a bLy t ende d , d es pit e
cc c .:l .v~i: s i n pe rsonnel and matori al.

Asse s s ing t h e f f i c i en c y o f t he various a ids t o
,,:: · · _ : : . ' .; : ~ :: . on , we gi ve first plac e t o tho card index: It
GevJ G~ rcc t i on and continuity t o our whole No r k , This is
·t,:~ _' :.;) Ln sp i t e of single instanc es ;]hu re pure cr. pt-analysi s
ra~~G a , r ie; h~ ans wer, e s g , idonti fi ed an army by me ans of
a ' )J ~G ,ed s~gnal.

A fund amental principle of e va l ua t i on wa s t o take
C. C. ~ OD.r:t o f e v oryt h i n g (re g dl GSS o f t ho Lmpo r-t.anc ; of
C 1.8 p'i"L,n ome n on o r the irrelevance o f a l l other similar
;:.-,h0~ :..omena . )

Tt:..us t h e card Lridcxes formed the indisp enoable
mat crL a I b asis for evaluation, memory, cxp er-Lenc e , and
p-:;-rs ""' i.c a c i t y of the individual evaluators l ent the spark.

I n accordance wi t h the abov e principles Companies had
t o pro v i de most det ailed roports. A smoothly functioning
r-e port sy s t e m wa s the chi ef problem discuss ed at almost all
me o~ ings to c onsider organisation. A Long Range S i g i n t
COl:lparw ne ode d. an a ve r age of 16 typist hours to ge t out its
dail y r eport f or the NAAS .
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ThA r ·Aoort.l:t:l.f1, ~Y f'.'b-;m c,:.v ·n -"',<'i r 1-] ... i?C'l"1.l-:P'fftDP' fields

(' '11> ,0,1:; AI' "in \rl r i t i ng , by c0urier, or by Tip a.n d/ ; :&: e~1.uah~ h

1 ) Re por t e n traff'ic o f' the lil T n ets (c all-s i gns,
f requen cy , traffic wo r k i ngs , keys us ed, further
~ ~·rac t r ist i cs ) .

: ~ ') De port on c on t ent 0 f si gnal s.

3) Te chni ca l S i gn a l s Re ports.

~he r e ports o f a l l t h e Compan ies , collated by the
N.A.Af.. « » gav e u c omplet e picture of t h e traffic i nt erc e pted
( t.':L' 5 :C'.g t h e d ay . The more import ant conclusions -- thos e
w'·~: , . · ~;: na d t act ical val ue -- d e duc ed from traffic r e lat ions
c, y;,) :·,llYJ. Gen t o f mes s e z e s , were collect ed in t h e daily ~itu8tton

,?.';' '':: ''~F - ( La geme ldung ) .

-::'1.le u or-k o f the NAAS. wa s h ardly r eflected i n thes e
c .~ ] , t, r e ps ~ (A small gr-ou p of wor ke rs wou l d nav o b e en
r- " . r ~l't f o -,- curr ent ob s ervat ion and int erp ret a ti on of
. . _ , If n ets.) S i n c e the interce pt ope rator h e a r s a
r. ' , . ' '~ '3 n.l mor -e t h an just the e n e my traffic h e has b e en
.i: ~ ;:.~ - ' , ~d to , and s ince by f ar t h e gr e a t e r %a e o f a l l
:".:: r ,.:::·,..e otie d GY.'a f fic is unid enti fi d , t h e :HA AS . - a e 0.1 80
}, ';: '.. : ;..) ,- h ad t o d e al n e c essarily Vi i t h a l l t h e tro.f f ic
o ;.~ ,:; . ~ .~uJ s i 3.n Arme d Fo r-c oa , The i nt erprotati c of unknovm
1:. J.'': ~- ~ : '~ wa s .. 0 0 s e q ue n t l y , f r om a l on g te rm int": l l i gen~

IJO:.:<c- ~~r v l.o vr , the chief evaluat ion prob le m, and 0..1 1 t h e
0 lc.., . s~ t.s of t he organi sation, particularly the c ar d i ndexes,
h -:-. ,": ':, ,) he r-ougrrt to b e ar on it.

!;() mpI' '''hc ns i v e Re s oarch wc r-k wh i c h s erv ed to general i se
o.n c-;./ !) ;:-, G~~ .~ t emE~t i G e t h e d etailed e v idenc e wa s car r ied on from
t l L -" :'.! me p o Ln t o f vi e w•

.., ~ - :- ~ ~: e r mat erial wh i.ch s erved i n id entification included:

X2 c s (including thos e h e ard in radio bro adcasts)
C07 e r - n ame s •
5 - f i g uro characteristic s.
'.Ji F re s ults •
(Map ) Coordinates.
Key us age .
Con t en t s of' d ec od ed signals.
Te ch n i c a l charact eristics.

The part played by d ecoded mess a g es in the total
s ucc e ss of Sigint. diminished st eadily tow ards the en d of the
-nr , Int elli genc e o f gr e a te s t t actical v alue was drawn
m(j ,~ :-, ~ ~r fro m other s ources (5-fi gure characteristics,
c oor'dcra t e a ) •

Wh at is said of the individu al branches of e valuation
i n 1:;',-:'.0 f o llo wing pas s ages c an onl y givearough and a p pr ox imate
p ic t 'll!'. The t echnique o f e val ua t i on in individual instances
e s rn .o t b e s ys t ema t io ed ,

By and l arge, S ig i n t . gave an a lmos t complote picture
0 1' ~ ~ ;: e gro u :) i ng of Rus s i an forc es, from the fron ts (Army
r - ·n n .)Q ) v i a t h e . mie s . dOV1n t o t.h A r. ,.,.,.... ." ....
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Th e st rategic mob i l e f o r mat i on s (A:t'll1011.r and Cavalry)
we~e con t inuou s l y covered. Wh en fo r mat ion s could not be
(; r) ln t:-'~....-'~ e ly i den t i f i e d (be c aus e incr ea s ing can our La ge TIlBR.S\U-eS

rcnl e d '...18 fo r me r l y a cce s s ib le s ources of i n f o rma t i on ) t h e
o 7 r;; ~ · I.:'..l L gr ou pLrig an number of ava i lab l e formati ons was s t 111
c l -s a:' , Rl f l e Corps and divisions were usually better kno wn
V:" :.1.•0 : C t hrough otho I' sourc o s (pris oners e t c , ) In the
OIT -'Y' a 1 "' , p ·: ·~ t ure , Infantry formations we re not a s interesting
112 ,",. Gen ior HQ.s, and the mobile formations. It wa s
e a s en i.L aI for the IC that S igint should observe events on
t c v GL 8ffiY ' S side which could be learned from no other angle:
[I , ", ', ..,-:-:0 :':1 t s 0 f strat egic r es erve s, build ing of Schwor punkts,
r~ h!.·.~.• ; of command, intentions to attack (all seen in broad
s '~~ L [,r: (? R; l c porspective). v"n t h unimportant ex ce pt i on s ,
t h i . · v. a sk wa s fully a c c omp l i s h e d by Sigint.
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CARD I NDEX SECT I ON .
' Abteilung Karteien'

by
Insp. Ge org B=RG~R (I AA8 . l )

'I'b.e r-e wa s a special s ection in N ~ lS.l whos e duty it
was t .·) 1.08 k a f t e r a l l card indexes.

NA t o . 1 wa s the chief eval ua t ion c ontro within the
Re g:. I1' ,,-; ·,1t : its car d indexes had to b as co mprehensive as
p o : 8:\: .. e . Th i s me ant collaboration wi t n oth er Re giments
em ~ » · I '~ on the, East Fr o n t (2,3 and 8) and wi t h G.d.N.A.,
Ba.s :: An e x- ch ang sys t e m (n ew int e r pretations, corrections
e tc , '>.,:.1.ct.ion e d s moo t h l y by t ele graph o r courier (depe nding
on '.l ' ·- . .. '. ::.y ) .

; }
: \

• I

/ )
" I

:-; )
(~ )
";' )

? ,H ·;:;oYw. l i ty ind ex.
': ~ i t i n d x ,

l oc kno t ·in ~ : ux'.

Key (SCHLUEG8E L ) index ~
Ca l l - 3 i gn i n d ex.
Cove r-n a me i n d ex.
Coordi n a t e s i n 8 X .

L ) '1' ;:: ~.s c ard ind ex cont a.in.e d t h e n orn e s 0 f' all 0 ffic ers a n d
vi /rr: ope -a t o r-s g l e aned fl' ('m wLr -e Les s or Ll..'u-m IC r e ports
U { i n t e r r o ga t i ons , c a pt'l.l.recl data , e t c . ) . EZ.An p l :
A.!-..'~ ':jl(OI~ o KI J , OBERS"' . C o f S i gt n.I s u f f i cor , lss Ukr a i n ian
F:;.-·r;nt . (Montion'd on f i r e l e s s on 15/1/'45) or GWAN0W,
l:::t .jo r . Ar e a 6th PZ • .f... r my (18/2/' 45 9 KONA 8). N8.l.10S f r m

. w ~ .:'e lo s s h a d to b e tre a t ed Wi t h s pec i a L caution, since
t: :.:" Rus s t a n s used c over n a me s fo r p ope r Ham s , [hen
,s·, .c, h we r e claril i ed, a suit able en t r y was made on t h o c ard.

2) t h :'.s c ard i ndex. cont ained all units of the Red Ar my r r-orn
~ ~ rc l css o r fro m IC. Each card h ad spaces for the
f c'-lm'l i n g en t r ie s :

g)
1:: ~

U it
'-. '\.. ; .

C'1i e f' o f St a f f
i)'~o o rd Iri a t e to
S ·\..lb · un i t s ;
Cpe ra 'b i on a l lo c ality or area.
-)at a of' fir s t app earance.
:: .~ .....r r, .., s .

;-)) er:J, 1 c kno t c ard ind ex ronsisted of

C' : S G_~rcr~ c ard ind x , and
1; ) Un i t c ard i n d ex.

~: ~ ;, ., Searc h card index cont ai ned a l l known and unkno wn
e'; v·... kno t s 8.J.'1. d Chi-nu:".1b sr-s :-~·bid'J. h ad b o eri p i.c ked, 'l,;l)~

T. r~l) 1 n i t c a rd index, on the othe r hand, cont ained only
1...."lO IJ. Bl oc k s and Ch l-numbo r s , arrang d according to unit.
rT l ' 1 .L , ~ __ .. 9 ,



J1 . ~ -f1Sure mos s age s the blocknot is one of the
f . l '.:j(., 10 Groups. Its posit.ion changed at long intervals,
b ut ia s always easy to r o-id entify.

Tho Russians differenti a t e b etween three t ypes of
b l od m

1) Tho 3-block, 'DRIERBIDCK' (also called 'I-BLOCK'
= Individual block,)could be used, and r ead, only
betwe en 2 I / T stations in one net.

2 ) The 6-block, 'SECHSERBLOCK' (also called 'Z-BIDC K'
=Circular block,) could b e used, and read, betwe en
all Wi T stations in a net.

:3 ) The 2-block, 'Z WEIERBLOCK' (also called 'OS-BLOC K',)
us ed only in traffic from lower to highor
.~o :;" ':rlQt.5.on .

':'L.8 Ch i n umJue r is the serial numb ering of all 5-figure
mec: ;.2. , '-! pa s s Lri g through the hands of the Cipher Of f i c er ,
s t ~ ~. : ; 11. !~ 0 :1 ";ho first 0 f January and e n d ing on thirty-first
D r,: ' :" ) '...r c :: the cu:rrent year. It always a p pe a r s as the
1 13 "" ':; ,~ · ~ c ·,J.p :'-.'1. a moas age , e v g , 00001 on the 1 January or when
t.h e :::.: ;. i.; :. ~ '!.e w:'_y se t up. 'I'he progress ion of OhLnumuer-n
wa s " ,.! :;:-·o f ul l y obs e r ved and r ecorded in t ne form of a braph.
A li',; :: .v L ari C0_ ;) s h ad ab o ut 10 5-1' i gu r o me ssag es per day, an
Arlr~- <:: 'Y , ~ .I~/l. a r 'r-orrt about 60 - 100. Aft e r only a
r " l a;'., t v l y sh ort time t.h e individual curves separat ed sharply,
and ':,;l '~ t y pG o f format ion could be r ocognized by the h e f zh t

.J:> r: \_ -- J 1 ' . 0
C .•, t. . ' ';]'J.rn Ji.) a one.

:C : 3 t r l b ut i on of Bl oc knot s . 13 lockno t s are distributed
~ on~ : : ::" i . :. :;7 f r o!. arloTfic'e in HOSCOW. :E ver y Blocknot contains
5 ··f : : ,,-,...'';} r: :r.o~p s in a n umbe r of sheets, for the erio Lph o r-Lnc of
5 -. f l. : '':~ · ·_ ~lgnal s . It b e ars a n nb er of 5 digits on tho f ront.
B i ,i::' :: '::-~ l ;:;,-, a re d i n t r i b uted as r-eq u Lr-ed in packages t o th e staff's.

~:::~lP~~: The 3rd Gd. T·1\:. Arm.y t ran smi t s a 5-figure message
wi t h the Blocknot '37581' (one of the first
10 gr ou p s in the messa go). On the same day
t ho Bl oe k '37582 I wa s us od by the san e
formation. The next day '37583' appeared.
There after the Army was no longor heard. It
was ma i n t a i n i n g Wi re l e s s silence. At t e r a
fow d ays run unidont ified net With the Blocknot
' 37588' is plr.ked up. T~is n et is claimed ,
b ecause of the proximity of th e blocks (88/83),
to b e 3rd Gd. TIc. Army, (The miss ing Block-
n ot s 84-87 were presumably used in telegraphic
t 0 ~ ,ephonic or courier communications). The
C nin'.~rrrl) e r (progr ess i on of the cur-ve ) , provides
confir ma t i on of the f i r s t assumption (based
on proximity of Blocknots) in most cases.

4) r.ho Key car-d indox cont ained details of all solved 2, 3
.: / ' .gu r-o pr o ced ures 'ihc the r their provenance (area)

'.7 3: := ; "T10 'i~n or not. Every so lved key rece ived a number
.f'~'0m Cr ypt -·ana l ysi s , iljh i ch t h en c eforward was the name of
.\1,) p.~ oc e du r-e , 2 and 3-fi gure procedures in partiCUlar

: ,,1:;:' 3 pc cu Ll a r- to e f i n i t e f ormations, so that en the
1)8,[:) i 3 01' key alone, conc lusions as to the format ion could
;') e dr-awn without ris k ,

5 ) ,r] ..; C0.ll - s i m card index cont a i n o rl A 1 1 lr>"\r\ ' -'~ _.- ..., - ,
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- , '1'1 . " . : ·v.·.·. <mo 0 ~ , . >d i n d , 1( C :)l d ; li.no r1 , 11 oove r-names wi'lich
1:." 1 uo on col ") 'n "!; , ' " . :; "Ild i n d i c ated. S 0 111.""(h~., a n d date of
(1 (~ ·~. n.! 'pcJllce . IrH t t the as a i.s t anc e 0 the card index,
','(; r-ccove z-ed , i n man y c as e e j a lmos t c omplet e co vor-namo

· , ~ 'L ~ ~~ l I' ll!.' tho Rus a i an Fr ont s.

' I;'. ) 000_ d .'i. l1 8.t 0 ~ c ard i n d ex c ont ain ed all solved
.y ::t'.:; ;r.s CJ :' (map ) coordinates of the Russian fronts •

~ . ~ W&w or gani se in t wo parts :

'''; oo : ' ' J n a t e s a r r ang d by syst ems
t'., ) Co or-di. a t.e s a r r ange d according to units.

ai ~ t ~e ffic was s t Ud ied in a special section
. .:1 . " , ..,
.. _ : . _ .. .... ~ of .,L,. -"

Co" '. sy s rem 0:: CS!'d indexe s ab ove described applies
~ ] ~ ~ t o t h~ ~ro 0 o s s ing 6 f a i r traffic.
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REP 0 R T No. 9

r~ ~ t." ':' ~.C ,: (' IT I~X i. JNIDE\'T.!. . ' !~ RT_IS, rAt TRAFl~'I C

':) '1 'S: t1 '; "L'i' ;"'.)' 1 <j SBCT 10 -rr , OF EVALUAT I ON
I ..!'!:."1i ti S - a i-s e bez w. Zu s arrunenwi r ke n der Abteilungen
.:l o?,r A~lH': 0rt ung b ei der Erfas sung e i n e s unbe karmten
.J..t::. ~: e j,seb,u)l vc r -ke ur-s 1

by
Ltn . Hans BOSKAM2 (Pest e 10) •

I ) A-~, l. ' i / 'l: t .r- a f I' Lc r ecognised by its manner of working
':l ,. : ~hi.G s i e.l'~ W3.2 h an..d Le d in the traffic evaluation section
t: ,=,,:- w..J ::,'ke d up i nto n etwork diagrams. The network
:'. • a. .:r.':'2.1'i1 can t a LYJ.ed

. /9

,
...... \

,.
., ... ,
" .:,., .

.:, Ct~ o
'r .. '0 f :f' Lc ui ,). 'k i n gs wlch c 8.1 1- s i gn8 •

ii'':t:f'b rand k i.n d o f mess a go s , i f any, sent .
'r , I ", -"" u-nb0 'VJ....~ I .l. .1-. : I. ·.L"
I3 LOCr; tlJ:'l':;' C". I -n umbe r of '" y 5 o,-figure me ss age s

- , , if any (inclUd ing na mes).

I I ! ~' :" ~dJ ':- f tb.o n e t work diagra m in the 5-fi gure s ection
{i :LI. c ae e a f, ' -f i g' r e me ss age h av Ing b eenPIcked up )"

,' -. : ~ J , ifi cat ion of the lI T station s ending the
5-::-.t rgUT-~jn8 ssa:ge . (BLOC KNOT us e d perhaps a l re ady
Ln dex - 8.S knonn in t h e 5 - f i gur e card index).

:.: ) ~_'JJ!Q '!..~~~~'9_~ fo r i~~~tif i c 8.tion: a BWCKNOT wi t h
'l .:'.ll:o s t the s arre numb er in the index.

OJ ) f,:i.e t i fi c6.tio n by CHI-number alone '(or in
oon j unot ion 11t h the BLOC KNOT) checked a gainst t~£

CHI··m:~i11b0 r graph .

/:. ) I d sr. t l f :l.c: a.t i 0n o f gener a l class (e.g. Ar my traffic)
b y other 5 - f i gure characte r i stics.

- I.;~ '; ~ ..... :~ ':. y o f netwo r k di agrams i n TA s e c t i on .

~; . ) Co ·r a l s crut i ny o f compo i t ion of call signs.

r 'r: }

? )

Det e r iLn at Lon o f area covered by net (Front, Army etc.):
': ( l rar ~r·L.'l o ~1 o f' cal l signs used wh ;h 'Basic Book for
.~.:l.l.otmGnt of Ca l l -Sign s I (Hauptvert'eiler).

.. . c o r-dLn g a!,j co l l ecting .o f call signs still
':d~(' 18. :::" j,1'ied (in order t o r ecover n ew call sign
s ~r:1 "C ems ) ,

Di j · ! r,G ~ l!_ JIL!; o f t.h e n etwork diagrams and me ssag es against
': . , 0; 0 i:l!'cl J.r.d:y..GS of names, cove snames , and cover-numbers .

.'- ·t;.'~ J lj i, ::' i" a1; J.O :1. of n ames and numb er-a by means of the
.....::.:.o oY.., h ~':C4t S f o.c· int erpreta tion a l r e ady entered on
l~ i: ~ :. ilO''';_i »r-k di e.gl ·am t a ken int o acco unt.
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gtndy of tho no t wo r-k d j ,G. P; "tl ms tn the nil" ~Vo.ll1at1on

50 c t:· ~ . on ..

1) Does the D/F fix, if any, point to an area near
the f'r-orrt ? If so, probably army traffic (l'Fx'Ont I

or 'Army' Area).

2) Does the D/F fix point to the rear area? If so,
probably Air Force or L. of 'C. services.

Fi n a l e va l ua t i on (Fusion).

1. ) D8d,s i on on the identity of the traffic, taking
j~~.; o cc.ns Ld e r-at Lon

. , ::h e b a Lanc e of the results entered on the
~'.Gtw o r·k d :!. '.-i rams by the various sections "

.. ) r' .,H .•l.L: s ob t a Lned by Crypt"'analysis section.

~ ) t actical information derived from the
me s s age s .

3 ) G~ :tdance for interception.

&) . Cover of l ess int eresting traffic suspended.

-~ J ) :: r;ec i a l a t t en t i on t o more Lnt er-e at tng traffic
o:...~e .'. ed e
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R E P 0 R T No. 10

SIGI NT . SITRE?
0 800/ 7/4 - 0 900/28/4.

I _Ta chl'ic.htenaufklaorun gs l a l?:jemeldung,
0900/2 7./4: - 0 900 / 28/4. I

by
Ltn. Oskar SCHWARZ

(NAFAK 617)

FIRST UYRAINI N FRONT ,- ---- ---
In cooperation with f orma t i ons of the Fi r s t Wh i te

Rus s i an r'r-orrt , Is t Ukr , Fronto,tC0mplet ed the enve l opmont of
Be r l i n i n t h e a rea No r t h -eas t / Brandenb urg .

e must r eckon with the insertion of a maj or formation
(indepen dent mob i le c or ps or an a r my) , not pr ov i ous ly known
in t h i s 'r on t , possib l y in tho ar-oa of LIEGINTZ.

1 ) Confirmed in t ho ar e a of the Pront :

[1: •

3.
5 9.

6 .
2 1.
52 .

2 ,
5 .

Tk. Ar my
Gds . 'I'k , Ar my
Ar my
Ar my
.rmy
Ar my
Polish Ar my
GdJ. Army

13 .
3.

28 .
VI I

I
I

!V
XX V

Ar my
Gd s . Ar my
Army
Gds. ~I e ch i Go rps
2011s:-:' 'Ek . Cor ps
Gds . Ca V . Cor p s
Gds . Tk . Corps
Tk. Corp s

2) ~ ~..:.:{ Armi o~,

4. Tank Ar my . Joined up in a rea NE. of Brandenburg
ITrtK:F<J:rmatlons of 1st Ukr . Fron t a t t a ck i n g fro m the
Nor t h , an d has thus co mplet ed the enc i r c l emen t of
Berli n . Ar my cooperat ing wi t h 3 Gds. Tank Army and
e lemen t s of 13. Army.

V Gds. Mec h . Corps. Regrouping out of are a Sp r e mber g
I:i1"tOare a- N'w:-or-LUEC KENWALDE. Ma i n body of Corps
at t ack i n g Br andenbu r g .

For- battle r eport s of s ubor d inat e brigades, s ee
Adv an ce he por t s .

VI Gds . iliech . Cor ~s. T ~ru s t ing via Ketzin into area
g-.OlNAWEN, has j oined f ormations of 1st Wh i t e Russian
Fr on t .

X Gds. Tk. Corps . Unchanged, co~~itted wi t h all
brigad es i n the area of TELTOW. Corps cooperating
wi t h e le men t s of VI Gds. Me ch . Corps.

Por locations of subordina t e brigades , s ee
Advance Ro;>orts.

93. Independ ent Tk. Bde .
VI Gds . blech . Corps.

Al l ot t ed (t emporarily?) to
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3. Gds. Tk. Army. Unchanged; all f or-ma t.Lons fighting
aroliiia Berlin. Sch! rpunkt of the Army: E. of TELT01 ~.

VI Gds. Tk. Corps and VII Gds. Tk. Corps still in the
same area (E. TEL'l' <) t ) . -- - -

IX loch . Corps supported by 910 Independent Tk. Bde.
rn area .:OSSEN- KOEN I GSVl USTERHAUSEN. Elements of
Corps involved in m09ping-up in area of BARUTH.

Army HQ in UENSDORF.

Army Battle HQ in GROSSBEEREE.

!"or battle r eports of :: ~ u') o rd inate Co:>ps and
Bdes. s e Advance RsportE~

3 ) r~~epend ent Mob ile Corps.

VII Gds. Mech. Corps. Still supportin~ 52, Army in
fh-fi :;htine; near BidJTZEN. COl'PS c ooper-atiLng wi t h
I f ol i sh Tk. Corps. Corps Staff: 10 kms. N#. of
B1. ';ZEN.

I Polish Tk. Corps.
Corps. Corps still
Corps bad ly mauled.
BAlJr ZEN.

Hest nei c:hbour of VII Gds. Mo ch .
wi th 2 PolIsh Ar my . Elsmonts of

Cor ps Stat'f: 12 kms , l'TN . of

I Gds. Cave Corps. (W/T) l ink wi t h 5 2 . Ar ;:y no
longer hoard. Corps 1S pre s um~Jly now employed on
indcpendon t t8"1 k , (Thrus t v i a GROSSENE__ ' ~ '-RIE SA

toward S ::c Sri:, whe e Li.ng SE Q t owa r d IJRESDE N ?).
Cor-ps Staff: 4 kms , YI . of GROSSE1'LAI;.
Corps HQ.: W. of 7h~ FLEE, 6 kms. SEQ of RIESA.
Subordinated Div: (7 Gds. Cav. Div. ?) at t ackLng
MEISSEN west of EIBE.

IV Gds . Tk. Corps. Unchanged in sector of 5 Gds.
Army;-attackins-,-with elements, German formations still
in area SPREE-FURTH. \I i ·!~ hdrawal of further elements
of the Corps which had thrust over the eastern ede;e
to ar d the west, and employment, likewise :'..:a area
SPREEPURTH, app ears possible.

Corps Staff : Area HOGESWERDA.
Corps BHQ,: Transferred from area L.l\.UDA into
area Si . of HOGESNERD •

XXV Tk. Corps . Unchan~ed in sector of 3 Gds. Army.
Ele!1!"0":ts orlrOrps continue fi chtine; in area COTTBUS.
Corps Staff presumably transferred from area of
COTTB US into area of' LUEBBENAU.

4) Rifle Armies.

59 Army. Shifting of boundary wi t h 21 Army to~ard

north, presumably as f ar as area PRIEBORN possible.
Confirmation reqUired.

Of1'ensive intention in area S. NEISSE.
Uni dent i rLed Rif Le Di v , on S. edge of NE ISSE

receives increased delivery of amn.
Unidentified Arty. Commander (A/Tk. Arty.

Reet.) newly appeared in area S . NEISSE.
"" .r'ln O-'t' , ....... Q r"'\ ,""",+-- 1"...... T - '" I



6 Arli'BRES U.
Unchanged. Employed a,; ainst 1:-ort10f:!3

11 ~

21 Army. HQ. presumably moved toward W. from area
10 Kms . • of KAUTH. Otherwise no changes in
A'!:'my are a .

52 Army" Command of operations in area BAUZEN
(dlrec€10n 01: thrust DRESDEN ?) by Army confirmed.
Elements of 52 Army employed there (1-2 Mobile Corps) .

( VII Gds. Mech. Corpa.
( I Polish Tk. Corps.
( Elements of 2 ?olish Army (3-4 Rifle
( Divs.)

German counter attack in area }ffi. of BAUZEN 5ained
only little ground despite hi~h Russian losses.
Front line 2200 et c : Places
Subordinated Corps ouoperatin~ closely wi t h elements
of VII Gd3. Mech. Corps in sector 4 kms. NE. - 3 kms.

NVL of BAUZEN.
Corps Staff 4 kms. N. of BAUZEN.

254 Rifle Div. withdrawn from the front; badly mauled.

Gds. Mortar Rgt. 'LIMA': Subordjnated Abt., previously
allocated to 264" Rifle Div., wi l l support, aft er wi t h
drawal from Div., a now, as yet unid entifi ed, Rifle
Div.

5 Guard s Ar;i'y. Unchanged, support ed by IV Gds. Tk.
Corps. Element s of' Army cooperating with unid entified
Bde. of the Corps have thrust vi a RUhLAND toward
the We s t . Further elements of the Army also f i .ht ing
German formations in a r ea Spreefurth.
HQ. unchanged, in area SEt of Spremberg, continues to
bring forward 3 subordinated Rifle Corps.

13 Army. Supporting, With elements, attack of 4 Tk .
Army:--ll.rmy with presumably only one Corps in area
S.E. of Brandenburg in the front i s re grouping both
r emaining Corps from area FENSTZRWALDE - LUCKAU in
WNW. direction, possibly in area l I TTElffiERG 
TREUENBRIETZEN.

28 Army. The large formation brou§ht up out of a re a
LIEGINTZ via COTTBUS into area S. of BERLIN (cf. Si gi n t .
Sitrep 19/4), is 28 Army. Collaboration Wi t h 3 Gds .
Tk. Army possible.

3 Gds. Army. Supported by XXV Tk. Corps, unchanged.
Army fightrng with all formations committed against
elements of German 9 Army, Who are fighting their way
back toward the we s t .
Schwerpunkt of fi gh ting 1~RK . BUCHHOLZ.
HQ transferred from area 12 kms. S. of COTTBUS into
vicinity of LUEBBEN. Subordinate formations still
XXI, LXXVI, and CXX Rifle Corps.
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REP 0 R T No . 11

INTRODUCTION OF A NKN FRONT AND ITF; EFFEDT
ON N.K. w.D., AIR, A~ID ARMY TRAFFICS •

Einschieben e i ne r n euen Front und die Aua u Lr-kungon
[1.u f: den N.I{. !'.•D.-,LW-, und Heeresfunkverkehr'

by
Ltn. Eduard aOELL}ffiR

(NAAS . )

N. K. W. D.

a) A new 'If IT station is 'heard in the net of the Fronts
and the Central Auth(\l'l~y in MOSKOW . Acc ording to
the Wi T station number, it must be the station of the
Chiei' of the N.K.w.D. with a l"ront Head-Quarters. The
Grouping of the new F'ront is apparent from the WiT
p i c t ure (lateral workings), the location of the
Hoad-quarters can be fixed by D/F.

b) One or more nets app ear. Call sign usage indicates
a Chiof or N.K.N.D. troops ( attached to Front Head
qu arters) with subordinate Re giments. By DIF,
location of the Headquarters and ap proximate extent
01' tho Front (D/F of the Rogiments) can be e s t ab l i s he d .
By DIF, and interpretation of indicators, and CHI
nunmers the affiliation of stations under (a) and (b)
and of nets forward of the Regiments c an be
established.

2 ) AIR FORCE.

a) Air For ce nets appear; jUdging by the ris e in
CHI-numbers, an Air Ar my must be present. As previously
unknown BLOCKS and new names a ppe ar , it must b e a new
Ai r Army. Sinc e in gen e r a l each Front has only o~
Air Army (only exception; 1st Wh i t e Russian Front), it
i s probable that a new Front h as appeared.

b) Message content and DIF of ground units and flying
formations indicate a gap between two Air Armies
~hi ch had previously been adjacent.

3) ARMY.

a) New r'r-orrt HQ. nets appear and are identified by
5-figure and call-sign usage.

b) Sigint shows gaps b etwe en the Old, previo1131y
adjacent, r'r-orrt s ,

c) 'I' r Armies on the Wi n gs of both formerly adj ac ent
Fronts drop out of the H~ nets.

d) Th o n w Fr on t is menti oned in supply traffic, address
of a 5-figuro message, or in Wi T of forward units.

It is unlikely that all the above pointers wi l l in
fact appear. But two of them would be suffi~iAnt. t.~
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R E ? 0 R T No. 12

EXAl'i PLE .

A2 PEARANCE; OF ;. NEW MAJ'J R FORMATION IN
1st UKHi\INLili FROWr.

IBeispiel: Auftrct en e ines neuen Grossverbandes im
Bereich der 1. ukr. Front.'

by
Lt. os ka r- SCIDVARZ (NA AS.)

I. REPORT:

~ ) ::, ~ c :"::;.t sitrep 9 4 •.. an otih er' heretofore uni d cl1.t i i' i ed HQ .
,A::"1lw-,-Indepen ent Mob l Ie Cor-ps ?) picked up.

b) Technical argument

1) Unidentified HQ: b esides the well established
command channels of the Fpont(HQ. to the Ar mi es
and indopendent Mob i le Corps:) a new cha~nel from
the l"ront has cropp ud up. Reco gnis ed by:

Method of conducting traffic,
U8e of frequonc i os (Traff ic Eval~ation)

Us e of c.all-s i gns (T.A.).

2) (Army or !ndep -nden t Mob i l e Corps ?) :
?~ev io u s exper i en c e sho~G that characterist ics
noted in (1) occur only in co~mand channels
to Ar m':"e s and Iride penderrt Mob i l e Corps. (Quc3stion
mar k ShO IN s ~'I e are nne -r·tain which of the two
solutions is corroct).

II. RE?ORr.

a ) S i gint The HQ. reported in Sigint
~)itrop lS an ndependent Mobile Cor-ps, possiblY
V Guards Mochanized Corps (prev i ous l y in 4th Ukrainian
Fl'ont are a ) •

b) Te chnical argument:

1) Independent Mobile Corps: Height of CHI-number
(5-figure evaluation;.

2 ) rJoss ibly V Guards Mechanized Corps: height of
CHI-number (5-f igure)} name of Russi~~ W7T
operator (proper names), Wi T channel from HQ.
4th. Ukr , Front to V Guards Mechanized Corps
has dis appeared. (Traffic Evaluation).

III. RE20Rr •

a) Sigint Sitrep 11/ 4 . V Guards Mechanized Corps
confirmed in 1st Ukr. Front florea. Posa LbLe that
i t is operat ing in 59th Army area. Tentative
iden t i f i cat i on of 10/4 confirmed.
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b) Tec bnical argument:

1) Height of C I-numb er, p l"fJX i.ll\1. T,y l>f B ffi r;y:
(5-fi gure e va lua t i on ) .

2 ) Vi I T o pe r- s t or' s n ama c onf i rmed (prope r-n ne
i ndex. )

3) 3 - f igure ad dro ss .
J? ossiblo that it is ope rat i ng in 59th Army Area.:

1) Ope rat icnal me ss age (5-fi gure) of 59th Ar my
via Fron t HQ ., t o V Guards Mechanized Corps.
(Traffic Evaluation).

2 ) Unce r tai n Dip f ix on Corps St a f f in 59t h
Army Aroa . (Dip eva l ua t i on ) .

I V. u::. ' ORT :

a) Si int Sitrep 13/4.
I 0ch nn i z ed Corp s into
Fron t ) conf i nued . We
ri sht wing of Ar my .

Br i ngi ng up of V Guar ds
59 th r my Are a , (1st Ukra
ex pe c t it t o opora te on

b ) Technic 0..1 ar-gument :

1 ) br inging up con fi r med : V Guar ds e c~an~zed
Corps ap va r s in Army command no t of 59th
Army . (Tr a f fic Eval ua t Lon.)

2) Op r atine; on ri ght v'ling : Corps s ta f f mo vo d
forwar d ou t of r ear Ar my ar ea t o the right
wi! g of t he r 'r on t , and i s in f or' lard area
(D/ :"I Eval ua t ion).
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R E P 0 R T No . 13

SH.IFTING OJ!' SCH NER2UNKT ; THE NO RTHERN WING
OF' A -PH NI' INTENDS TO ATTACK .

·' Schwer pun l:ct v e r l ager u..Y1g u , An gr i f f s abs i chten am Nord -
, fluogol e i n e r Fron t I j

by
'Lt . Heinz POGANS KI (NAFAK 623).

The situation is: a Fron t , consisting of 1 Tank Ar my ,
2 mobile formations and 5 Infantry r·r mi e s has b en on the
dafen8ive f or 4 wee ks . Wi re l e s s tra ffic (strat e ie) is
r estrict ed t o cont act Traf fic and chat.

The following phenomena indic at e a shi ftinG of
Schwerptmkt ill~d int ention t o a t tack .

1 ) A n VI ' i / T station appe ars in s t r ateg i c '~ ire le s s
traffic on t he northern wi ng of the Fron t (D/F) and b egins
to wo r le wi t h t he Ar my on the Nor -ti b e rri wi n g and t h e Fron t IS

Tank Army ( hither ~ o loc at ed on the Fr ont ' s . uthe ~~ ing).
It could b e either a Bat t le HQ . of the Front Lt s e Lf or a
n ewly brought up format.i on (mob t ; o or ~ ,nfant ry ?:, ..

2) Tho Tank Army r r t s on 5/Q ' am. mov Ln g ",

;)) An Echel on of the Fr-on t, HQ. appear s; a c co r d in to
unc er- t a l.n Di F b ear-Ln gs it i s mov In g c r t.n ,.

4 ) The mobi l e Corp s o f t he Fr ont (hithert o on Southern
{ ~ g ) tri es t o contact the I nfantry Army on the N.
/l i ng .

5) A Guards Mor tar formation has, according to Clos e
Ran ge Sigint . r ec e ived 4 ·5 consumption units of
fue 1.
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-- RE P 0 R T No. 14

SHI F'l'I TG OF THE BO UnDARY BE'l' WEBN 1st AND
2n d ARI\; Y , S I MULTLTEOUSLY THE COR , S ON
THE RIGHT WING OF 1st ARMY ?ASSE S T O 2nd

ARMY . ~

'Verle gung del' Trennun~slinie zWischen '1' Arme e
und IS' Arm e e bei s l ei c.h z e i t igem Urrt er-s t e Ll.uriga wechs e I
d os r-echt en Fluegelkorps d el' 'I' Armee unter '2'

Ar-mee , '

by
Lt . Klaus WE I HE (N~4S.)

1).' ~e f ollowing r ec o gni sed by me ans o f

first Clos e Range Si gin t . (Evaluati on of siGn als
c ont ent ) •

s e oorid ' Lon g h8l1.g e c l g i rrt ('r rat l i c Eva l u a t i o _ and D/F).

1) Mo v e or boun dary ; simu l t a n eou s l y , for mati ons of
r I.' Army t a k en over by '2' r'.r my 0

a) ;. si gnal shows GEQ , troop s (G-uar d. ![o r t a r
un it s) on t.h e l e f t wi n 5 of ' 2' Ar'T'Y a r e moving
i nt ) t h e sec tor h i t he rto he ld by II' Ar my .

b ) Re ier-enc e i n traf fic of fo rw ar d fo rma t i on s
on t h e ri g.t l i n g o f '1' Army to t h e 'ne ',
high-Ups' (neuer gr o s s e r vorge s et t er) .

2 ) Ri ght Wi ng Corps o f '1' Ar my pa ss es to '2' Arnw .

a ) A new rI/ T s tat ion in the Command n et of '2 1

Army .

b) rif T station h a s charact eristics o f previous
right-Win g Corp s of '1' Army (5-fi [ure
charact eristic s, Chi-p ~h 0r ) ) .

c ) ~V /T station i s D/F'd in known Loc a t Lon of
previous ri gGt Wt rig Corps 01' 1l' Army •

]f " l ' l 't::ms Labo i - ' ::; Nobe : I nverted co mma s indi c a t e thes e
numb ers a re arb i trary.
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OONTR I BUT I ON ( i N TEPklS OF A .LJ~RC EN 'rAG· J)
OF VARI UUS L..c.oAl'JS on IDENTIF ~.l~G

( ·.fIT S'I'I\TI U1L ' ) +

"Arrt e t l der e ut '..m g s que l l en 9
11

by Hptm~ Roman ROESS~ZR (0.0. NAAS.)

5-figure interpretation,

es sole source: 65 - 70~S
in oonjunction with 4-f i gure: ' 90%

Decode::;:

p/L:

oover -- name s :

Prope.c'- n ame s:

Proceduro signals
a ~ ..'l ~ .' '''' ::: .L· i c p i c t ur e :

5

1 - 2;

15%

5'70

1/0

oall-sign usage as sale so u..... c e : 8)'v

II i :'_ conj unc t ion wi. t n
recur ring call-Signs c; freQuAncdes 107:;

+ Not e : .4' 'tWiT Stationc\l aup p.l i e d by Inte:.: !.'o g9tOl~1

Tr':1nslatoro The s tatistics apply stric'sly to this
on o proc cae ,

."
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•-_.._ ._--_._--
From personalities & cover-name index

"Name n" 9

by (co~bined effort)
- - -_.._- _ .----.._- ------

J EREMENKO

MOSALENKO

C. in C. 4th Ukrainian F~ont.

GOC. 38th Army.

KRAilTSOHEJ\ll<:0

KATUKO'V

POLJUBOJAR

"
"

i.C.

6th Gd.s , Tank In ''my .

1st Gdso Tank Ar~~.

IV Gds Q Tank Corps.

VII Gdso Mech e Cor p s

PJANOW

SCfULt\G IN ~
/

ALESKOW KY )

~
SCliAClli-qAJ

Sigso perGonnel wi t h H"Q. 1st Ukro Pronto

Head of Cipher off i c e of HQ~ 1st Ukr . Front.

ANIs s n w

S O~{OLOW

Chief 1~~li. II "
il

II

\I

II

"
"

ULiFOR ..l ER

GUSJ E','1

PUCHOW

GORDOW

FILM

Cove r-sn ame of 59th Army.

C. i n C. 2'1 st Army ~

it 13"=h Army..

" 3rd Gds. Army

Cover-name of 1st Ukr. Front.
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--_._-- --_.__ _-_ "-'-'- --_.._----

(From Unit card i n de x)

(No German title)

by: 1 (combined effort).

Notes: ilF II means wireless paend.onym,
fl" om German IC

Ic means: in~ormation

PYRAbIDER

4 Tank Army

Co ve r-nam.es···
R6"sci{-;scILl\

SAHLY1Z

4 Tank Army
VI Gds. ~ech.Corps. V Gds.~ech.Corps.

LI',i'ER

X Gds. Tk.
Corps.

C" ' ne,
LEr:'"L1~~ -il ·1 0
om EW- DONSKOJ IlFII

BZYRIN "pa
OSTROWSKIJ, r c , "F Il

•

OZER01H lip"
lVi ORE-,W lIFII

WORI'l"OW "FI! DA.lIDOW "FII

JAWORSKIJ?Ic, IIFlI

( etc)

GEm'iO'.1 IIF"
AKULO.v? rc ?"F"

( et c e t e r a)

---------_... .---- - - - -_ .. --_ . .- --------_ .

.Q.hi- N umb Eir. _0.!LY 5 :

about 1500 about 600 about 650 about 500

-----=::::J..::,._= = ::::= = = =

._-----------------_.-

3 Gds.Tk.Army.

C. in C.

~Guards Tank Armv.
VI Gds.Tk.Corps. VII Gds.Tk.Corps. IX l\~ech. 91

Corps. Indep.
Tk.Corp

RYBALKO, Ools Gen.

LIWCHIZ, CSO, IIF "

BOUSOW, Col., SO.

( etc)

---------_._-------
Chi-Number on 1/5:

etcetera

----_.- -- _ ._-- - ,-- -_._ - -
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"Verkehr-aauawe r-t ung , Erkennen der Verkehre" ~

by Obergefr. Gerhard SCHOLZ.

1. Fro: :'; H~. (FOK) Oo.~nd nets.

Line traffic on two frequencies with periodically
changing c ell-signs.

Ever y formation directly subordinate to FOK ( Army~ Corps)
has tvlO lines.

- - - - - - - -.--
ALUATION~ IDENTIFICATION OF TRAFFICSTRAFFIC

The se can be identified by

1) Frequencies (unchanging frequencie~ ~ about
2210 9 2400 ke s , )

2) Signals transmitted
(a) 5-figur e charact eristi cs (Blockn ot,

Chi-number ~ cover-names, proper ..n ame a)
(b) Ciph'3r e i gna'l e (key usag e 1 addr- e aaea)
(c) Cor-tents of signals (pit and deco ded

a Lgn eL s )

3) Call-sign "us age Cc s l l- s i gllS taken t'r om a
definite table, ( r erhap ) ev ery th i r d line)

F 01\. AOK

abc

d f

gIli

'6__2_2..;..1 =--- ,.?-·_ - o

~ ~2460 ----0

II. Arm. Command Nets.

Ar my links with all subordinate formations ~ ompr i se one
or t wo nets; there i s further a net for each 2 or 3

ormations. In all, about 6 to 8 nets. Frequencies in
1800 - 4500 kcs.band , but mainly in 2600 to 3400 kcs, band.
Each net may have abo ut 3 frequencies ( main or working
frequency, alternative or spare frequency, calling frequency).

Identification by:

1) Working ( star, Kre i s & Nctz)

2) Signals transmitted ( see under FOI\: Nets, 213 .z», 2c)

3) C1311-sign usage ( see II \I II 3).
II I . C o~ps CQw~a nd Nets,
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Reident if'ication of a NLa j or Ar mo 1 l'<;rl. Fox·r;l..Q.t i on
withdravVll fr om Front.

"Wiedere rkennen eines aus Front herausgezogenen
Punz e r-gr- oaav er-b ande a "

by Inspr. Georg , BERGER (NAAS)

~~en the Russian Spring offensive of 1944 stopped
at the VISTULA, WiT silence desc ended on the operat ional nets
in the area of 1st Ukrainian Front o A few lines of the
Front HQ. wer e occas ionally he ar d t esting. Natu::'al ly ~ the
main ef f or t of Evalnat ion t henc ef or war d lay in t ue st udy of
unidentified traffic.

Sev eral nets stood. out fr om the mass of unidentified
t r affic ., Special characteristics in their manner of
conducting traffic, the struct ure an d transmission of their
message s , led to the follo wing i nter pr etation:

Net N o ~ 1 .

305CUc: s. 1/9/1944

00 )
with operators !

01
02

(03)

~g~l
r ok (03)

wi t il cpe r at or s
(05) ( 06)
wi t h oLcrators 08

(07) ( 09)
rt i tll. operators (1 0)

( 11) (12)

The bracketed Nos. s ~pplied; later cOafirmed.

Transmission of messages:

Time of intercept

0690/lba/gne - No. 6 ,Gr . 50 :

00001
4567"8
56879

Q.o102
98765
32109

06000
Oj4~b

et c.

0720/lba/gne - No.7, Gr. 52~

00001 Q010,2 07100
1 2345 b2890 etc.

1530/rok/gne - No. 10 , Gr. 50 :

00002 00109 15100
{groups as above, (series of figures).

1600/gne/zvi - No. 3 11 Gr. 57:

First investigation of above me sssges revealed:



4) Regul ar sequences of figures point to practice
messages.

Further evidenc e of this : mess ages of about aqua l
length, 5-figure indicator s (BLOCKNOT, k ey ind i c at or, and
CHI-number) usual i n 0 erational tr a f fics lack i ng.

Aft er this much h ad been e st ablishe d ~ the net was
r epor t e d as )f.rt i cul ar l y interesting to a Company and n/ F
t ask allott er:.,

O~ 2/9/44, picture was as follows:

Net No•.1

3050 ke a, 2/9/44

_..- ·-l b a
gn e...e;:;~.'::-~zvi

r ok 03 with operator 10.

Time of Int ercept.

0130/ zv i / gne - No,"I3 , Gr, 53:

Q0001 00400 etc.

0410/zvi/gne - No. 14 , Gr , 51 :

00001 03500 etc,.... ~

0500/gne/rok - No,1 , Gr ~ 58:

0031 0 OL~350 et c .
~ , • I •

0810/1 ~gne - No.17 , GrI 50 :

QOCl02 00 2(8- ..... . .-- 07 500 et c ,
•••••

n/F fix es ga ve points of int er s ect i on and triangles
of error for all stations in t he general area of VilOW. Wh i l e
the c ontrol station (recognised as such from the intercept
p i c t ur e ) could be located in LWOW, the f i x es of t he out
stati ons wer e different every day, It was assumed that the
out-stations wer e mobil e and changed their locations whilst
engaged in a .1/ 1' ex ercise. Th i s assumption was confirmed by
P/L me ssage s saying: "We are mov Lng " or "We are closing do wn
for a change of location", etc. Further a fe w operators na mes
turned up in chat.

Further investigation of the message b~g innings

confirmed the interpretation of the 2nd and 3 gr oup s as date
tactical time group respectively.

The 1st group wa s interpreted as foll C7rs :-

00001 =
1st element
2nd and 3rd
4th and 5th
keyboard.

= dummy,
elements
elements

= number of Wi T Station.
=;number of operator at

This s i gn alS exercise lasted from 1/ to 10/9/44.
8 nets wer e picked up in the course of the exercise. Their
stations, and operators, wer e numbered serially. As a result
_~ ~~ ~~ _~4n _' ~ __~ ~ ~ ~_ .__
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The contents of the P/L messages sent ~ade it clear
that the nets represented the ~e~~ in the signals exercises
of a major mot orised formation. A further clue to this was
the number of nets (8).

Somewhat later~ about 15/ - 20/9/44 i 8 met with
operators' names from the above me nt i one d pr actic e traffic
wa s picked up and D/F1d in the rear area of the 1st Ukrainian
Front. According to P/L 8nd 3- and 4-figure messages of
the Front U/ T 11 uthori t y , the format ion was receiving
continuous replacements of aWRuniti6n and fuel. Further i

bringI ng up of stocks of tanks was announced. As observation
pr ocee d , it became apparent from proper-names and 5-figure
indicators (BLOCK and CHr) , that the formation was the 3rd
Guards Tank Army.



- .:> - ., I -; ~

./

R ~ P 0 R T No. 20
- - - _ .._---

The study of unidentified traffics

"Bearb e it urig unb ekannt e r Ve r kehr- e i i

by Uffz. Rupr echt STROHT f.1AN"T. (l!'cs t e 10)

-- - _ .__._-----
Purpose: To elucidate traffics int ercepted on se8rch~ which,
though recognised as Rus a Lan , were not yet identified• .

To establish whether they were £r~Y9 Air 9 N.K. W.D.
or Partisan traffics G Within our special field the main
task was to discover new Army traffics 9 or to reidentify
known traffics using changed signals data.

LiE:; on : : h whole Sigint Company (Feste 10) was available
Til-rhe area of KONA 1 for the task of discoverinc .& elucidating
unidentified traffics.

Work on unidentified Russian traffics. ~raffic

Characteristics as a means to identification (Deutungsquellen).

11: lVieans of J;'..9.~gh. .:i;dentj.f~qat.!on (Whether J.rmY9 i\ir, N.K. ~I.D.
or partisan traffic).

1) Call":..l?ilill._.u.:sa~ (See Traffic i,nE:lysis)
N.KoW.D: only means of establishing the Central

N.K.W.D.. authority is call-sign usage (WiT Station numbers).

£r my and ~ir: from call-sign usage it is p ossible 9
provided the call-signs ar e taken from the "Bosic Book
for J~llotment of Call-signs' (Hauptverteiler) . 9 to say
wh et h er in all probability the uuer belongs to certain
Fronts, or not.

l'lids to call-sign study:

(a)The "Basic book for allotment of call-signs"
(b) Call-sign card-index: contains all call-signs
which have appeaI'ed 9 with a reference (by Network No.)
to records of the traffic involved. This index helps
in re-recognition of preViously known traffics (say,
in instances where call-signs work according to
cycles); it serves also to build up new call-sign
squares or call-sign Blocks.

2) Manner of wor~ing9 proce~ur~ sign~ls.

kianne r of wor ki ng and procedure Signals used permit
identification, with a certain degree of reliabilitY9
of Air, Army traffics etc.

gar.tis~~__w/T: can be identified With certainty: they
use one call-sign only; most signals are transmitted
blind; they use the international abbreviations of
amateur Wi r el es s , e.g. CK for number of groups; Their
5-figure signals have neither BlOCk nor Chi-number\

N.K.W.. D: The procedure group QPO together in the
nreamble with NK indicates o with hiQh derrree nf



ilir: preference for qco (instead of qtc): wZd '
(air raid warning signals); met. signals.

hr~ : Absence of the above characteristics. Latterly
on the 1st Ukrainian Front, line traffic using 2
frequencies and 3 call-signs for the line.

3) ~~~.Q..f.., S.ignal, Signals content, crypt ographic
char-ac t e r- Ls t Ic s ,

Partisan: 5-figure signals only; No Block or
Chi-:~

N.K.W.D: 4 and 5-figure signals with indicators,
also some isolated 3 and 2-figure signe:s (operators'
t echnical chat).

Air: More P/L than in Army traffics; 2 to 5-figure
signals; met. signals with unmist~kDble
ch ar acter i st i c s (Groups with XXX) - ~ir Recce reports
mainly in P/Lo etc.

trmy: Practically po operatio~al signals in P/L
Exc ept i on : reports on "enemy'", incluC .ng reports

on r econnaissance of (against) "enemy"). 3 to 5
figure signals, 4 lett er ( ~t Qnci~)+, 5 l etter
. (machine) + signals (of b.OSCOW General Staff) .

3 and 4~figure encoded signals often contained P/ L
gr oups .

+ Interrogat or's note: interpolation supplied ver ba l l y by P/W.

B. ~/I. c ?- ::. [j of final identification of a previously unidentified
t r af'I'Lc :

1) Cont ents of decodes (units ar e practically never
mentioned by name in P/L signals of Corps, Armi e s and
higher formations).

Car d index of keys: identification by means of
key used is possible as, generally, one code is used
only by one unit~

2) 5-figure signa2a: the most reliable and by far the
most important means of identification.

On Blocknots, their distribution, Chi-nmnbor,
5-figure card index, Chi-number graphs, s ee 5-figure index.

3) Further means of identification: Cover-names
(including officers' psendonyms) in ~/L si~lals, Proper
names in uncamouflaged form in encoded (rarer in P/L)
signals.
Details in ~aper on Card Indexes.

D/P bearings are most important. Location of a H/ T
Station by D/P mak e s it possible to exc l ude immediately,say
all L. of C. authorities and formations not conducting
operation81 traffic o The location of a \ ~/T station by D/P
i n c on j unc t Lon 'ui t h evi dence of types dil:lcu6sed above
ineVitably permits clear identification.
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D/P EVi.LU;,'rION

l~ Peilauswertung" ,
by Lt. Edwar-d WOELLN~R ( N!.l~S).

--_._----_.'---
Russian wireless discipline and cipher s ecurity

b e came bet t e r and bett er: D/F b cam e c ona e querrt r y one of the
most Impor-t ant branches of Sigint c' I mprovoments in our
e quf.prnent and i mproved (wirel - s s ) "Re quea til sys t e rns enabled
us to fix a Vf/ T et at Lon ,

by long r ange D/F within 15 1ms .

"close 11 Field d/F II 2 to 3 krns,

NAFAK 617 (covering 1st Ukr ainian Fr ont) sent its r e quests,
for exe.m:ple ~ to 3 to 4 long rang e and. about 12 GI OD r.an ge
D/F s Lt e a , The D/F units r-e por-t ed back in enc i ph r ed wireless
signals to Company , The reports Vlere deciphered ar. d g i v en
preliminary eva Luat t on at 00 l :!.=' Qll.y - obvio us 10SGv' :J wep e
eliminated. l.ll us able r e ~ults viet:e r~ported ( b .:l B::,ing and
class of bearin g) to NiiilS which g av e:; i ts final ~ic.1g ..en t on,
and interpret ed, the bearin ~

; oord inde~, recording the various b e rings on
each Wi T Statio:.:., he Lp ed NJ...IoS to jLldg e the v a l ue and
significance of e a ch be ar ing ~
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Re-~ja.entjf'ic~£lt,ion of Individual wi T CtE1"tious

"Das Wi ede r er kennen von e i n ze l ncn
FWlkst ellen il 9

by Uffz hrno GRAUL (NA£ST)

Knowing how i mport ant it i s to be abl e to
re-identify individual ~ IT st ations 9 I started ab out. 3
months ago to construct an apparatus which wou:Ld pe r mi t
re-identification of inQividual WiT stations by thoir
CY.t'lI' act ori'cti d~. '

Th o method: to register the incoming telegraphic traffic
in the form of an image on 8 cathode ray tube ( BRmiJN' SORE
ROERRE) and analyse the image. Analysis consists of a
n \:.r'."'.:- e r 0':" steps, so that all details and peculiDrities of
the Lr an smi t t e r are comprised. The appar at us is attached
to a normal intercept set. The individual characteristics
of the transmitter can be recorded graphically by moans of
t r aci~gs? C ~ in the form of phot ostats r in a card indexe
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(Net work diagram of)
Tank administration of 1st Ukrainian Front.

"Panzer-ver-weLt ung 1 tno-, Pr-on t "
by: ?

- - -- -- - _ ._ - -

3960 kcs; 4070 kcs; 3480 kcs (3230)

~ ~~~l- s ign periods

OZf.-I; ? ; ? .,

Tank Repair St at i on

KREUZBURG

Names.

d.Lt t o

LIEGNITZ

",,
Tran8port
Oontrol

K EL 1Tl,RhSENKO at Gont.r-oL
KUFillR

LEWD\]" SON )
IHIJj~\iSKI )
0RLOWSKI J )

s':; 0 II tst at ions

BORISO 'i )
hN~NIKhW )mentioned.



hids to' Cryp~nalY~Tac
"Df,e Behelfsmittel der Entzifferung"
by Gefr, ~berhard BARR (NhFhK 617).

The aids to cr,vptanaJ.YQi:.:';, ' in the order in which
they are used in breaking a message 9 are as rollows:

1) The cDll-s~2n index: a card index in vfuich the
c aLLc-aLgna Vle r e cmtc].'oc1 of processed me eaage s together
with the key used and the date of use. This card index
was naturally only useful where there was no ~aill

change of call-sign; i.e, particularly the c ase of the
:2 U.,3J :1. an AiZ' Force,

2) Card index of keys. hn index of keys arranged
numer-Lca.LLy (German number-a) with date and area of use,
Purpoa e , Ident ification of unknown traffic by known
k ey ,

3) CaI'd index of un Lt a, Formations arrar ged according
to their numbers, together with the keys they had used.

4) List of indicators and "sh::"ft groups", I. numerically
arranged list of' the key indicators used in known keys 
they were placed at the beginning and often et the end
of me ssages - - and of the s~lift gro ups, ("rec.: d let t ers , II

"re ad words" ) with infol"'mation on key.

5) Gr aphic and statistical pr-e serrt at Loris of letter
fre quenc LeS ~

(a) Average frequency of Russian letters based on
military texts cf about 10,000 lette:"3~ (Order:
a 9 e, t., a, n , u, 0 • )

ro, ,(

•

(b) Same for bigrams and trigrams (= 2 or 3
successive letters, reckoned as so many to the
thousand): e.g.

1,EM 12,2 0/00
I.EN 10,8 0/00
1,El'> 1 ,6 0/00
]IER 10,8 0/00
,,~ES 0,4 0/00
AET 18,1 0/00 etc,

6) ;nt~y~l~~ h collection of worJ~ wher e a repetition
of letters gives a characteristic picture o Exampl e :
NEIviEDLENNO, "immedi3te" shows the following interval:

NEMEDL
x 0 0
1 2 - 2

:u; N j\T 0
c x x
2 1 1

The collections contains not only wor~s , but
frE;(iUGD,tly " d C LJ.' I:' U : g ptL::" u8c n, wh:.(;:l oan Le ad 'G,; i' ~! r0g1·:) E::C '., I

1 2 ~1 ~.

P 0 tsch Emu n E 0 t w E tsch 8 e sch j (= Why
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7) Keys. The keys we r e entered on the following
pnor'or-maa and di vi ded acc or di ng to whe t h er they were 2~3,

or 4-f'igure:,

o 1 2 345 6 789
o 0
1 1
2 2
3 3
4 4
5 5
6 G
7 7
8 S
9 9
o 1 2 3 456 7 89

Following also noted on pro-forma: dBte, call-sign 1
fI' tJquency 1 and , in c as e kncwn , ar-eaxwhere use d ,

8) captured documents~ These ~e~e of little value ~ r
p~actical purposes o They were occasionally int er est i ng
because they gave a general pic t ur-e of a b as ic code ~

wn i.ch was important ~ part Lc u.l.ar-Ly in the C F i.:e of' s eri'..i·
hatted~ and h att ed codes.

Following also belong; ~_ n I) crypt analyt::1.c sect ion:
dictionaries (general and signals dictionari es) ~ list
of Rus s i an milit ary abbreviations 1 completJ list of
Rus sian f orm~tions and units, a mor se oode to check
mistake8 in i ntc rcept i on o
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Crypt2.nul~mis of 5-figure ad.dLtLve code
"Entz Lt'f'er-ung des ueberwurmten 5Z - Codes"

by Uffz HEINZ i,LTHf.NS (Nll.i,ST).

Succesful Crypt f.:nJ.\ I~'sis is possible only if

1) there are a number of messages 9 at least three 9

which have had the same additive applied.

2) the 5-figure code was captu~ed.

Cryptunalyois Ata~ts from the mathematical rule
that the differenc e be tween 2 c ode groups remains constant if
both have had the same additive row applied to them.

For example.
Code gr 0.ill:2.

39214
98315

Difference ~9~

The mos t important cryptanalytic aid was therefore
the catalogue of differences 9 a numerically arranged tabla
of the differences between the most fre~uently used code groups.

Directly the code (which changed apprcx.semiannuolly)
Tas captured 9 about 1000 fre~uently used clear groups
(Positionen) were written out by Gon o d. N.A' 9 arranged and
serially nwnbered according to fre~uency, and then oach
subtracted from the other, non-carrying 9 by Hollerith maohines 9

and entries made on the catalogue as follows:

17 - 32 11

which means: Nr. 17 u
It 32 TUP~

--=D-:-if~f:erenc e

39214
98312...
41909

I

In the year 1943 KONt 1 for a period did 5-figure
c rypttttnnl:rcis._ independently (of Gen d. N. 11. ) • For this
purpose a differenoe catalogue of 200 clear groups (= 19900
differences) was compiled by hand.

Calculation aid: h wooden frame with 5 paper belted
wheels 9 I to V 9 - (1 wheel for each digit of the 5-figure group) 0

Marking of the wheels. .__~ ~

(+ The Q. colunm
contains in each
instance the first
digit ot the 50
Ao A _A-a

+
o 1 234 5 6 7 8 ~
6 7 8 9~3 4 5
345 6 7 8 901 2
9012,45 67S
?~O(\ ... ,,'X •• ~



Dealt ui t h % Rem~ rks_. __• • _ _ .. ._ ... ..... --.-l _ _ _

-44-

On wheel II in each instance the 2nd digit of the code
group stood in the Q colmrn~ etc"

Use of' the apparatus: --- '---:f'"- II III IV V
The r E] \.; :LJ1"jcal value of' a '- c: .4 1 3 2 6
code Group is set 'up above T' b 2 r 5 B"
the line by turning the 2 7 5 9 3 8
wheels, 3 4 9 f5 1 7
e. g. 47396 corresponds to D • • • 0 •
63714 = c. •• e 0 ~ •
The 50 dif'f'erences between o 0 • e ~

the latter C and the 50 ,

selected clear gr-oups Vi :"l l then
be Dut ornat ic ally
underneath.

For e ]"amDle~

621~8 = C - 1 Ent..~y in t he catalogue 48952 1-C
L~9C1"7 := 0 3 t, \I Ii Lj.9017 C-3

The apparatus also serves as an aid in actual decoding~

when a great deal 8f' non-carrying addition or subtraction
must be done.

,~__§ Jf;.:V ~.,Y-..Q.f [3uc.c esse S.21.1 C£:.y.p.t a_n[!l ,ys ~ . iJ

Type of'
8 e ss8 ~6 Int erce tad_.__._---

--- -- - ..._-- --_ .... ----- - _._ --_..._- ---

2-f'igure
3·-f'igure
i"'_""' i g ure4' .I. _ _ v

h'iixed

Total

Clear 'I'ext

Practice

1}.j.O
r: r--; -'0o ~ "-"_J
5~ 000

2 s350

500

125
2,600
1 s 900

865

5~500

6,080

500

90
43
38
37

41 := Degree of' crypt
analtic success.

100

100

Grand total intercepted less

..... .. ._----_.- ---_._--

5-·figure & 20,000 12,000 60
N~KoWoDo

5-f'i gure 8~000 Not studied at KONJ, 1

N"K.WDD o 2~000 Only partially
studie d at KONf, 1•__... . ... .. --__0'· . .._--- --

Grand Total 30,000
-_._..._------- --_._----------------

Figures are estimated monthly avar-age :,:'or year 1 9L~4.
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SPRING AND FALL: ClliOJG3 OF 5-FIQJlJ(E CQP.E 2

"Fruehlung und Herbst; WecR- s el des 5Z-Codes1i ~

by Hptm. Roman ROSSL£R.

cis Systeri:'S:

4-letter - April 42

3-letter - April 43

RET

RT44

- June 44

- July L~4-

FebruGry 43. PT 42 replaced by PT 43 (only for
procedure me s s age s ~ no more spe l l ing),
Apyear anc e of addresses; replacemant of
indicators (5-figure).

June 43. Appearance of Signal Codes.

January 45. cry~tanaIYSis: Intensified multiple
and serial encipherment.

+ Translator/Interrogators note: LEHRFACH lllld
BANDBEZIFFERUNG. Verbally explain d as foll cWGe

If a code is so arranged that many different
figures (say 1 ~3~8~9) can indicate a line or column,
the Germans say it is meh~fach-beziffert.

If the fo.~ .• 'J c an beindicated by "17-24" 01"

1127 - 32" (i.e. by any number between 17 and 24 1

27 and 32) it is band-beziffert o
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study of' N.K. °1. D. Traff'ic.

"Bearbe::'tung von NK Verkehren ll ,

by Lt. Edward WOELLNER.

o
'§ N.K. Vv. D. traffic was always covere d: but only by
~ Long Range Sigint. Evaluation and Oryptanalysis were done by
<: NAl;S.

When ;i/ T traffic was restricted dl~ing ~ !/T silences,
N.K. W.D. traffic was often the most important S0urce f'or
8igintc At such times, it was more completely c overed.
,111,nArmy NI T was in full swLng , coverage of' N. K., ,' .D o Vias
correspondingly reduced. On an avera ge 6 - 12 receivers wer e
employed exclusively on N.K. 'd. D. cover'.

In general the f'ollowing nets wer e covered:

1) Ohief' (NoK.\f.Do) authority in MOSOOW o, i t h (N. K. ;;i.D. at)
the Front HQs.

Reason: The (NoK. , D. ) J/ T IJict ure, gave indications
of' gr oup i ngs , or the insertion of' new FrOE . a , For exa .np'Le ,
appearance of' a new .t/» station c ommunLc at Ln g With 1st and
2nd Ukrainian Fronts · showed that the 4th Ukrainian Front
had b ee n ins ert ed between the 1st and 2nd Ukrainian Fronts.
I n addition the (ne w) Front HQ. could 'be f i xed by D/F~

2) Front at at't'a wi t h the llGrenztruppen" R '-~ girrY:nt s.

Reason: DI F of the Regiments revealed the BVproximat e
extent of' the Front; D/F of' the Ohief of' Se c u~ ity Troops
1iJith the Front High Oommand indicated the loc ation of the
Front HQ. Besides, When a (f'orward) echelon of the Ohief
of Security Troops ~i t h the Front HQ appear ed, it was
possible to deduce that the Front HQ woul d move. ThiS, on
the basis of N. K. W. D. traffic Blane.

3) Regiments to Battalions.

Reason: 1w s t of' the me aaage s could b e read; they
mentioned Army units by name. e. g. ,

(a) Before the attack from the NEISSE sector (1st
Ukrainian Front), a 2nd Army and 3rd and 4th Field
Replacement Rifle Reg i me nt wer e mentioned by III Bn.
of the 83rd "Gr-enzt r-uppe n" Regiment (operat ing in
GOERLI TZ area).
Conc l us i on : 2n~ Pol ish Army ne wly brought up to
the N~ISSE sector.

(b) Lines of advance and boundaries of b attalions
wer e mentioned. Battalion boundaries often proved
to 'oe Army boundaries.

Traffic of' r ear N.K . 0 . D. troops and of the Signals
Regiments were of no interest, and wer e not cover ed by
KONA 1.

For technical details of N. K•• D. traffic and its
characteristics, see "N.K.~V.Do It
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CharBcte.ristics of l "K H..D. Traffic
by Gufr. Le onhard HUCHTI NG (E'e :ite 10).

Th lJ traffic of the N. K .d . D. formed a special gr oup
of R uss~an wireless traffic.. The distinction applied e q ua l l y
to the mann er of c.onducting traf'ficand to the messages t hernaeLveu .

']four-figure and :fivc-figur e N.K. 'I/,D. messages could be
ebb~J,y distInguished by their charact eristics from Army and Air
Po r'c e .r.e s aageo, The f Lr-at gr oup is a discriminent which in most
u a s es r emains LQnstant for one li~ 9 of traffic. The penultimate
g r ouj, c orrt Clins the date and a number represent ing the number of
g .'.:' Ol: p S in the message less a varia'ble nwnber acc ording to the
nu~ill r o~ indicator groups used . The last group is the Chi-
n umbe r (s ee 5-:figure Card Index). Exceptions to these rules
a r-e very rare. Two and three-figure messages usually contained
techni 8al Ywireless chat'.

Ope rators could usually distinguish N . Ko.f . D. traffic
from other Russian types of traffic.

Th e let tel'S 1~'K ere g i.veri in the preamb.Le, but tuning
is n ot carrie d out by keying "V" as is the practic e with
int ernat ional and other Russian traffic but by a dimple series
of dots and daehe a,

The wi r e l es s ne tzor-ka could be d LvLde c into t wo main
groups

1) Ne t wor k s of the Cen t r a l Autho~ity

2) Networks of Formations.

1) The Ce rrt r-a L Authority 's Ne t wor ks can be further
s ub divided into:

( a) Central Authority of the Security troops.

(b) Cerrt ra L Authority of ehe "Grenztruppon" •

(c) Central Authority o:f the Security tro ops (Divisions
and Brigades of the back areas) •

( d) Central Authority pf the Railway troops.

A constant watch was kept on the (a) Networks~ They
consisted of the c ommun Lc at Lona bet ween the Central
Authority or the N,K. W.D. in t.'tOscmv and, the commanders of
the Security troops working with the Army Groups, the
directing staffs North and South, the less ~fiteresting

independent GHQ Signals Regiments.

The messages were not readablc.

Apart from the characteristics already noted they
were also to be reco~ised by their use of Call-signs
wnLch we,Y.'e made L....p f'r orn a aquar e

The actual Ruils1an wireless stat ion numbers w\'r e :

08-12 CentIJ8dl' Authori tv LOS(; Qt:L



\I

"

09 with 20 ,2"j .l'25 ,28 Night Frequenoy
3850/4180 Kc a,

10 with 81 ,85 Night Freq3 3950/4230 Kes

1I 11\1/·i.th 26,29,87 Night Freq.4580/4940 II

Day Frequencv 7400/8670 Kcs.

st ation 12 wi t i:' 27,84 Night Fl~eq~4580/4940 Kcs o

Stat.ion 08 with 21 g23,24 Night Frequency
3170/3380 Kos.

() .~ wor kf.ng was con tr-o l Led Kreis working. The
~~~wn by the ~umber of the Controlling station.

"le t hod
Kreise were
They were"

Kre is VIII

Kreis IX

Kre i s X

Kreis XI

Kreis XII

Kr e i s LXXXI station 81 wi t h 20:,21,22,23,2h,25,28,49,.50,
55,57, 59,60,61,63,65. Night ]'req.2850/2975 xc
Day Frequenoy 4080/4480 Kes.

Kr e i s LXXXV Station 85 with 26,27,29,51»52,53,54,56,58,
62,64,80,84,87. Night Freq. 2700/3050 Kos.
Day Frequency 3950/4400 Kcs.

2) Formation Networks consist of the communioations
between commanders of the seourity troops at Front Staffs
and their regiments and between the latter end their
battalions. Messages passed in these networks were for
the most part readable,

On the front wat ohed by us the following units were
identified reading from South to North,

4th Ukraine Front 92, 3O(~Z), (80'1) and 215 "Gr e nztr uppen "
Regiments.

1at Ukr a ine Front 18, 88, and 333 "Gr enztruppen" Reg ime nt s.

---------..,.~ J :' li._" <:: .tt ;:> _ (:xu L'!.' U. 1" .

24 \I il 2nd Baltic Front.
25 i; \I 1st White Russian Front.
26 Ii, 1s t Ukraine Front.
27 \I II 3r(l~ II "

28 Hi ghar directing dt,"lr~ i':1 LODZII
29 F";(mt Staff 4th Ukrs:;.,"1).e Fl'v11t.
L~9 - (.5. 1 - 17 Independont GHQ. SiglJ.sls Regiments.
81 D~vecting Staff No~th (MrrlSK).
84 Front Dtl.1f't' 2nd mtraine :?ront.
85 DL"ecting stt::t'f ,SQu.th.
87 Hi£,,her di.reotint!. staff ('l)Area Eas t of STANISLAW.
80 Ur .a.derrt if'ied.

1st Whit e Russian Front 127,157 and 38 tI II

Q!V.l-:.sigl'}_"y' s ar.; eJ

Call-signs were mostly pronouncable. The Front Staff
networks usually changed their call-signs daily, the Regiment
networks at regular intervals of several days, in many cases
of weeks.

Frequencies used loy mainly between 2400 & 3600 Kes.

It should b e mentioned that 5-figure N.K.W.D. messages
have been picked up in nets identified as belonging to the Army
or the Air Force, such me ssage s oontained SL'~3RSCH in the
pr 8 flml:~ 1 : ? Suc ri meas agee wer e or-LgLnat ed by units of' t h e Counter
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transmit their messages.

The fourth group fr om the end of such mAs sages had
a special characteristic. 'I'he second b i gram was the same
as the first reversed and the fifth figure was a c on at arrt ,
ax, 1Lj-41 2~

Ne t wor ks in which such messages were sent were not to
be regarded as N.K. W.D. networks
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REP 0 rt T No. 29

----------

uy Obergefr. Georg THOLiP. S~(NA,,'J3).

R4 Z C 1800 has since October 1943 ha:~ , 50 pages,
each consisting of 50 linGs and totalling 2,500 clear gr oups ,
alphabetically arranged. Each page is shifted b y means of
"Oh I t'f'r-ant en" and the big:~ams (ao and cd) ar-e t he n replac ed
by ot.hor-s according to auoe t a.tut Lon tables.

ShiK~ inKJiY~ans_9f Q.h iffran~.~ enc i}~he!.'ling:
Any fj gUY.'tl, chosen rx-om RCIW ,,4. rsample code in .innoxo 1) J

will ~ndicate on any page, in Row B below, the figure which must
be ae.ded to that standing t.ee ide the clear group (and
subt~acted when deciphering).

Su1?..§.titu~j.0D:...2.L.J21Eram§: For the firE~t and second
halves of the 4-fi gure gr-oup (elements ab and c d) there are
substitution tables, each of' which contains 100 b i.gr a s (e ach
bigram, from 01 to 50 occur-s t 'rJice) Q There are 10 s u h
table~. (numbered for the mos t part from 0 to 9) , Sa np L e b eLow •.:

The reciphering is indicated by a 4-f i g ur e gr oup
(tndicator) wh i ch appears at :3 de:Cinit e position 1.:") the
message and contains,

1) Number of the clear-group table (indicatecl \7it~1. two
digi ts)

2) Chiffrant
) Numocr ot the p ag i ~a~ i n t -O J_6 .

S2x~mpl~
Indic at or
Chigruppe

0151
2406.

Dec i pherment (according to "t.nb:t0:J b :.,"\ ,r.' ';.') 0

Bl emen t ab (=24) yields 20 according to the
pagination table. The clear-group therefore is on pa ge 20.
Element cd yields 02 according to the clear-group table.
From this the chiffrant is subtracted, in this case 1 (the
number on page 20 under' the fixed figure 5). 'rhus the clear
group 2001 = Komandirovlfatj is d'eri ved,

R4 Z C 4 was used f'rom 1933 (solved 19~0) until
1942. There were 100 pages each With 100 clear grcups arranged
alphabetically. Recipherment by means of 31 subat t t ut t on
tables.



(For decipher ing; fo r encjph Rl"ing table s ~ t h e enc i phe r
version of t h e s a e t ab l e i s used. )

I---f---I~'_·-l---r--l---I---~_.I-.-t---l
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o 1 2 3 4 5 6 7 8 9

o :'3-; -~13_ ~~t~- 1 8 16
1 47 22 31 t - - - -,et c ,
2 1-._1-._ .. _. - -- -_. - _ .- --·~--I'--

3
4 I-- - --.-+--i-----I-- _I-_ _ ~ ..+_-~.--

Cl e ar gr oup t ab l e
No ~ 1

(for e Lernerrt cd)

11'1 J.,-

1--- .- .- "- >---.4---11--~

7
1---4-- + -,·· .- - - - .- - - i--- .. 1- - - - -1-- -1

8 ~._.-!--+._- --1---.. . - - -_.

o 1 234 5 6 7 89

o

1

2

3

4

5

6

7

8

9

"':"'--1-- ~._-.-- .

-
18 49 ;9

15 28 37 50 20 ~5 07 11 etc
'- ......--- -----

I--- ..- 1--....

1--- .

-_. ._..
~- -

.- 1-.

--1---.-

" ~ - -. -- -

Pag inat i on tab l e No. 1
(for eLe rnerrt ab)
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R i P 0 R ~ No. 30
--------

Study oS Ru a s t an .:iil:' Forc e 'i'r a f f i os ,

" Be a z-b ei tur..g von Luf t wa.f f'env eI'kehreni r ,

~ '~ir -~ ~'affic V1a.S , i n p r i n oi p l e , n o t c overed, and
cov er- wa s drop }ac. by the Coe. a n f.e s as so on as a t :ea1't-'i c wa s
;'''800 i s ed a s ,Ai P . ] l or thi s purp ose , data c n <..ir a s well as
j~rmy tl"affio h a d to be kept i n t h e c a r-d index es. These
statis t i os i ncluded such as were d ri v ed 1'l"OO ail" traffio taken
"b y L'1is t c ko il ; a lso d at e. supplied b y t ho G.ll.. F . Si gi n t .
}.1- tci ~L , .l[, 0n 111/353 (Lllftflo tt e 4) and 11/353 (Luft1'lotto 6),
wh i c l. we r e p as s e d on by the I'L',",~ , to tho Long Range 3igin t .
Comp aru. ce , The Co mpa nies kop t a i r do.t a i n t ho An y card i ndex,
b u t t h e 1'b.. .S ha d s po cial index es ( similar to t he ,L.I'lily .ind ox oa ) ,
N.'... '.S h a d a sec t i on "1~il" Po r'c o ";

The ; i " ~i r F or o ell sect i on of N. "" .8 h ad t h o f o l l ovri n g

1) ClJl loc t i o l1 of " I ..ir P O I 'CO n da t a ; DUBs ins of such dat a
to the Lone; Ra n ge Si gint 9 Cornp un .i c s ,

2 ) Ln t .cr-p r-c ca tion of j~h' t l"'affi o n o t r -eco gnLa e d us ..;~ i I'

b y t he COL1I)ani os.

3) F orwar di ng of n oVi i.h' tra f fio p f.e kcd up i n s e ur ch t o
t he 0 0 apo t.on t G•.'•• ::? Sigi n t o hbtoilung.

4) Passi n g of particularly interes ting messagos to t he
-011. . 11' . Si gint . /~b t o ilungcno

5) :CXp l oi t ation of ...-d r signals indicating int entionB and
battle ord or of ,army f'o rma t Lona ,

6) Compilation of tho lI~lir 'l s ection of t h e; (~.rLnY) Sigi n t .
8i t r op 0 (bas e d on r opo rts of tho G• .t F. Cji gi n t . Ab t oi l un gc n
and our own matori aL) II .

In s ome oxc ep td onaL c as cs , G.~ ~ .P. tra:2fic v.aa also
Gxpres~ly covered:

(a) Wlw n signals Lf.nks t.o t ho G..... P . S igi n t .
; ..bto i l ung, for oxa.npLe , wf?ro cut. Durine such a p c r-Lo d
wo r- c co grrl s ed concent r a tions and 1.10V0Cl1 ont s on tho
1st m~rainian Front f r m' c ov Qr of 1 Gua r d s Gr o und
Attack. Air Corps.

(b) During Lar- gc-cs ce.Lo op orations, .t.ho routes of
a dv anc c of a rmouz-od C Ol~l)S ViOl"C worked out from
s i rm a Ls . in ~'l.i r' n ot s •

.'


